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1.  RESPONSIBILITIES.


a.  The Deputy Commanding General (DCG) or his designated representative will chair the Installation Force Protection Council.  The council will meet a minimum of twice annually.  (This council will also fill the requirement for an installation Physical Security Council required by AR 190-13).


b.  The Garrison Commander (GC):



(1)  Will be the approving authority for designating restricted areas on Fort Carson and Pinon Canyon.



(2)  Will evaluate and approve those facilities designated as Mission Essential/Vulnerable Areas (MEVA).


c.  Director Plans, Training and Mobilization will:



(1)  Determine suitability of storage facilities for classified material, supervise the conduct of counterintelligence security inspections, coordinate ADP security, and provide technical supervision for security of classified material/information.



(2)  Be the Deputy Chairman of the Installation Force Protection Council.



(3)  Through the Installation Force Protection Council, establish priorities for force 

protection projects to be accomplished on Fort Carson and Pinon Canyon.



(4)  In coordination with Provost Marshal Physical Security Branch, integrate physical security requirements into plans and orders where applicable.



(5)  In coordination with Provost Marshal Physical Security Branch, provide appropriate staff agencies with physical security requirements on new equipment projected for Fort Carson.


d.  Director of Resource Management will:



(1)  Request and manage all Force Protection funds.



(2)  Ensure that the DPTM is informed concerning the disposition of all Force Protection funds.

    
e.  The Provost Marshal will:



(1)  Be the Fort Carson Physical Security Officer.



(2)  Establish, implement, and manage the Command Physical Security Program.



(3)  Develop criteria for the use of physical security equipment throughout the command.



(4)  Identify and manage physical security equipment requirements and programs.



(5)  Advise and assist commanders in planning and implementing internal physical security plans/programs.



(6)  Advise the Garrison Commander, Chief of Staff and the Commanding General on physical security matters in the prevention of unauthorized entry into installations and facilities; the control of entry, circulation and exit of personnel and vehicles; on installation perimeter barriers and approach areas; protective lighting and intrusion detection systems (IDS); pass and badge systems; and the detection/ prevention of crime.



(7)  Maintain a physical security branch organized to detect physical security deficiencies and identify areas that lend themselves to crime against persons or property at Fort Carson and installations under the control of the CG, Fort Carson.



(8)  Conduct physical security inspections and surveys on mission essential and vulnerable facilities in accordance with AR 190-13.



(9)  Be the single point of contact (POC) for physical security equipment at Fort Carson in accordance with AR 190-13.



(10) Provide guidance to commanders and assist in the conduct of all risk analysis to include:



(a)  Unit motor parks and/or motor pools, aircraft, and aviation facilities, communication/

electronic tests measurement and diagnostic equipment, and high value precision equipment and tool kits.



(b)  Clothing and individual equipment stores at the central issue facilities.



(c)  Substance items at commissaries, commissary warehouses, and troop issue subsistence activities.



(d)  Providing guidance to support units with authorized stockage lists such as: petroleum oils and lubricants in bulk storage facilities.



(e)  Facilities maintaining supply and construction material storage areas, audiovisual equipment, training services and sub-caliber devices at training and audiovisual support centers.


f.  The Director of Public Works (DPW) will:



(1)  Establish guidance for the design, installation, maintenance, and repair of all Intrusion Detection Systems (IDS).



(2)  Ensure operation and maintenance funds are programmed to support the IDS program, designed by the PM, in coordination with the Director of Public Works (DPW), Director of Resource Management (DRM), and Director of Information Management (DOIM).



(3)  Provide technical assistance on IDS related issues.



(4)  Review all IDS projects for technical adequacy.



(5)  Review IDS contractor maintenance documentation for technical adequacy.



(6)  Furnish the PM with an annual IDS forecast.



(7)  Provide for the formal training and certification of personnel participating in the 

installation, maintenance, and repair of the IDS.



(8)  Provide a technically qualified engineer on the IDS, to conduct site surveys with the 

PM, Physical Security, for all new IDS installation requests.



(9)  Ensure that IDS projects are not approved or installed without PM, Physical Security, coordination and approval.


g.  Director of Information Management will:



(1)  Provide high quality dedicated telephone lines for the IDS data transmission systems.



(2)  Design the transmission subsystem to provide the maximum possible physical security of the subsystem.



(3)  Upon receipt of overall IDS design, plan and program the supporting transmission system in coordination with DPW and PM.


h.  MSC Commanders and Directors will:



(1)  Identify IDS requirements and initiate requests through PM to DPW for survey and approval.



(2)  Ensure qualified maintenance personnel listed on the access roster provided by DPW are authorized access to the system.



(3)  Appoint a Physical Security Officer.



(4)  Develop a MSC/Directorate Physical Security Plan.




(5)  Identify restricted areas and prepare written requests through AFZC-PM-P to the GC for approval.  The approval letter will be maintained in unit/activity files.



(6)  Ensure that restricted area signs are posted in accordance with AR 190-13.


i.  The Commanders of Tenant Units will:



(1)  Request physical security requirements beyond his/her means from Provost Marshal, Physical Security Branch, Ext. 2158/3576.



(2)  Forward a copy of the physical security plan and copies of all physical security inspections, surveys, and risk analysis to Garrison Commander, ATTN:  AFZC-PM-P.



(3)  Designate mission essential or vulnerable areas in writing and forward this list to the 

Garrison Commander, ATTN:  AFZC-PM-P, for inclusion in the installation physical security plan.



(4)  Inspect their areas according to AR 190-13, AR 190-11, AR 190-51 and other appropriate regulations.  Inspection assistance may be requested from PM, Physical Security Branch.


j.  The Commander, Fort Carson will provide support to tenant activities in the areas below unless mutually agreed otherwise:



(1)  Law enforcement patrols, investigative support, physical security and crime prevention support.



(2)  Installation and maintenance of IDS.



(3)  Programming, budgeting, and funding for physical security support, including site-surveys, installation  maintenance, and purchase of physical security equipment.  Purchase of equipment will be at the discretion of the Garrison Commander.



(4)  Monitoring and response to electronic security equipment when not within the tenant activity’s capability.


k.  Commanders at all levels will ensure that sufficient standing operating procedures are written to support this plan.  Assistance can be obtained from the PM, Physical Security Branch, Ext. 2158.

2.  POLICIES.


a.  Area Security.  The Garrison Commander has designated mission essential vulnerable areas as Restricted or Authorized Personnel Only Areas.  Subordinate commanders and tenant unit commanders will coordinate and obtain approval to establish other restricted or controlled areas through the Provost Marshal, Physical Security Branch to the Garrison Commander, prior to the implementation of new restricted and/or controlled areas.


b.  Areas designated as Restricted Areas will include:



(1)  Classified material storage vaults.



(2)  Communication Security (COMSEC) material storage vaults and calibration sites.



(3)  Telecommunication Centers.



(4)  Automated data processing centers with an accreditation level of CS 3 or higher.



(5)  Small arms storage areas and small arms repair shops.



(6)  Ammunition storage sites.



(7)  Controlled substance narcotics storage areas.



(8)  The Installation Special Security Office (SSO).



(9)  Other areas as determined by appropriate commanders.


c.  Areas designated as Authorized Personnel Only will include:



(1)  Motor pools and motor parks used for the storage of government vehicles.



(2)  Bulk and package petroleum, oil, and lubricants storage sites.



(3)  Class I, II, IV, IX and X storage sites.



(4)  Electric substations, water storage areas, and water treatment plants.



(5)  Appropriated and non-appropriated fund storage areas.



(6)  Automated data processing equipment and word processing equipment storage areas with a sensitivity designation of highly sensitive.



(7)  Other areas as determined by appropriate commanders.


d.  Appropriated and non-appropriated fund handling facilities located and operating on Fort Carson will be provided money escorts by the Provost Marshal for day and night deposits at 

banking institutions on Fort Carson.  Escorts will be provided for those activities transporting funds in 

excess of $5,000.00.  Commercial fund handling activities are provided money escorts 

solely on the basis of command approved support agreements.

3.  PROCEDURES.


a.  Control Measures.  Responsible Commanders, Directors, Facility Managers, and Supervisors will establish internal security measures restricting access and movement into sensitive areas. Circulation control of personnel and vehicles in and around those areas will be monitored and controlled by periodic security checks by Military Police patrols, interior guard personnel, or responsible activity personnel.


b.  The internal physical security plan for MSCs, Separate Battalions/Companies, Directorates and tenant units will be coordinated with Provost Marshal, Physical Security Branch, not less than biennially.  


c.  Personnel Access.



(1)  Any one of the following identification documents may be used to gain access to Fort Carson and installations under the control of the CG, Fort Carson, and facilities on the installation except those designated Restricted Areas, Authorized Personnel Only and Off Limits.  The document must have a photograph.



(a)  U.S. Armed Forces Identification Cards (green-Active Duty, red-Reserve, or National Guard status, and gray or blue-Retired military).



-  DD Form 2 (RET) United States Uniformed Services Identification Card (Retired).



-  DD Form 2A (ACT)  (Army)  (Active Duty Military ID Card).



-  DD Form 2A (RES)  (Armed Forces of the United States Identification Card (Reserve).  Commanders, Directors and facilities may impose restrictions on use of DD Form 2A (RES).



-  DD Form 2AF (ACT) Air Force (Active Duty Military ID Card).



-  DD Form 2MC (ACT)  (Marine Corps)  (Active Duty Military ID Card).



(b)  DA Form 1602 (Civilian ID Card).



(c)  DA Form 5431 (Army Guard/Reserve Family Member ID Card); Family members may use DA Form 5431 to enter the installation and facilities only when their sponsors are on active duty or Annual Training.  When using DA Form 5431 for access to the installation and facilities, the family member will show a copy of their sponsors orders.



(2)  Unit Personnel:  Military and civilian personnel assigned, attached or employed on Fort Carson are permitted to enter their places of employment upon personal recognition.



(3)  Visitors to Restricted Areas:  Visitors will be admitted to restricted areas only if on official business with positive identification.  In restricted areas, individuals whose names do not appear on an access list to a specific area will be escorted from the entrance to destination, and back to their point of entry.



(4)  Visitors to Administrative Areas:  

Bona fide guests and visitors to Fort Carson will be admitted to administrative areas at the local commander’s discretion.



(5)  Vendors and Tradesmen:  Vendors with valid contracts will be admitted to Fort Carson to conduct their business and service their equipment.  Tradesmen are required to obtain clearance to solicit on post through the Directorate of Community Activities (DCA).  Authority granted to tradesmen is in the form of written identification (FC Form 1674).  FC Form 1674 must be renewed each year.



(6)  Contractor Personnel:  Contractors and their workers employed on Fort Carson are permitted controlled access.  Periodic checks of contractor personnel are conducted and verified through Fort Carson Directorate of Contracting (DOC).



(7)  Maintenance and Support Personnel:  Engineer, maintenance and communications 

personnel are authorized access to specific areas upon presentation of a valid work request and proper ID.  Entry into a restricted area is determined by established procedures at each area.


d.  Material Control.



(1)  Requirements for admission.  

Commercial shipments by rail, air or motor vehicle are controlled by the DOL.  Weapons and/or 

ammunition will be transported according to DOD Manual 5100.76-M and AR 190-11.



(2)  Shipments of classified weapons/ammunition will be in accordance with AR 50-5-1.



(3)  Incoming shipments will be checked by the consignee against bills of lading.



(a)  Search and inspection for possible hazards is a responsibility of the security officer of the receiving unit.  Evidence of sabotage, tampering, or classified material compromise will be reported to the Military Police and G-2, Installation Security Division.



(b)  Special controls on delivery of supplies and/or material shipments in restricted areas are the responsibility of the officer in charge or his designated representative.



(4)  Outgoing:



(a)  All commercial shipments of material and supplies are provided appropriate documentation by the Transportation Officer, DOL.  Internal and administrative controls are established from point of origin.



(b)  Control procedures will be established by the Installation Transportation Office and will be delineated in the directorate physical security  plan.  Periodic inspections of private vehicles are made by the Military Police, to detect and confiscate contraband.  U.S. Government property will be returned to the responsible property book officer or, if undetermined, will be turned in to IPBO and processed IAW appropriate supply regulations.



(c)  Classified shipments are controlled in accordance with AR 380-5 and instructions from 

G-2, Installation Security Division.


e.  Vehicle Control.



(1)  Army Regulation 210-10 authorizes 

installation commanders use of security forces to 

inspect military and privately owned vehicles (POVs) entering or after having entered military installations.  Notice of this inspection must be posted at the entrance to the installation.  Contraband and illegally possessed government property will be seized in accordance with AR 190-22 and AR 190-45.  Inspection of outgoing vehicles may be conducted when approved by the Commanding General, General Officers, Chief of Staff, or the Garrison Commander.



(2)  State and federal traffic codes, FC Reg 190-5 and FC Reg 210-4 govern parking of motorized vehicles on Fort Carson.



(3)  Control for entrance into restricted areas.  Controls for access to restricted/sensitive areas on the installation will be discussed in unit/activity physical security plans.



(a)  Military Vehicles.  Government owned vehicles are admitted subsequent to 

identification of personnel riding therein and proper dispatch.



(b)  Emergency Vehicles.  Emergency vehicles (fire, ambulance, police) will be expeditiously processed to avoid delays in gaining access to the installation.  Those emergency vehicles cleared in advance will be granted immediate access.  Access to restricted areas by emergency vehicles will be immediate; however, personnel with these vehicles will be escorted throughout their stay at the facility.


f.  Aid to Security.  Internal security measures for perimeter barriers, protective lighting systems, IDS, and communications within all units and restricted or sensitive areas are established and administered by the unit/facility commanders/ managers according to physical security directives, internal operation procedures, and applicable Army and Fort Carson regulations.  Security aids that are implemented will be consistent with the imposed threat level.


g.  Perimeter Barriers.  Facilities at Fort Carson are provided with perimeter barriers of various construction and materials.  These barriers will be 

installed in accordance with the installation barrier 

plan.  The barriers are used to define the physical

limits of sensitive or restricted activities and to restrict, channel, or impede access.



(1)  Clear zones of varying widths are maintained in conjunction with fence-type barriers.  

Due to the location of existing structures, buildings, and controlled areas, only minimal clear zones have been established at certain activities.  Certain facilities maintain clear zones in accordance with specific existing directives.



(2)  Clear zones are maintained on both sides of all established perimeter barriers.  Unless specific guidance is contained in other directives, the width of clear zones will conform to guidance contained in FM 19-30, paragraph 5-12, when existing natural and man-made features permit.  When feasible, clear zones are also maintained on the exterior of any building/structure used for storage of sensitive items, as well as other buildings considered being particularly vulnerable to terrorist or criminal activity.



(3)  Clear zones will be kept clear of weeds, debris, or other material capable of offering concealment or assistance to an intruder attempting to breach the barriers or compromise the installation/facility.  Normally, responsibility for maintenance of a clear zone rests with the OIC of 

each individual facility.  A standard work request will be submitted when requesting DPW support.


 h.  Signs.



(1)  The standard “U.S. ARMY NO TRESPASSING” warning signs will be posted along 

the installation boundary not more than 100 feet (30.5m) apart.  Signs will be mounted for visibility by all approaching the perimeter.



(2)  Signs setting forth the conditions of entry to an installation or area should be plainly posted at all principal entrances, and should be legible, under normal conditions, at a distance not less than 50 feet from the point of entry.  Such signs should inform the entrant of the provisions regarding personnel, property, or vehicular search and the prohibitions that may be enforced by the Commanding General in accordance with AR 210-10 (i.e., rules regarding cameras, matches, lighters, and entry for reasons other than official business, etc.).


i.   Gates.  



(1)  Ordinarily gates at Fort Carson will be unmanned.  Elevated Threatcon Levels will dictate security requirements for installation access points.  For specific measure refer to FC Reg 525-1. 



(2)  All gates will meet standards established in FM 19-30, paragraph 5-4.



(3)  All gates (when closed) will be secured with appropriate locking devices in accordance with AR 190-51 and FM 19-30, Chapter 8.


j.  Protective lighting.



(1)  Existing lights, irrespective of primary purpose or design, are maintained and used as 

needed to augment security.  Criteria for sensitive and controlled areas and the design and modification of protective lighting systems will be in accordance with FM 19-30, Chapter 6.



(2)  The established protective lighting systems are usually supplemented by standard street lights.  The primary security force is motorized and on foot and their effectiveness during the hours of darkness is dependent upon proper lighting of vital facilities, sensitive items, storage buildings, parking areas, troop areas, and fence lines.  Unless otherwise prescribed, protective lighting shall provide a level of illumination to enable security personnel to observe illegal activities in and around protected areas.  


k.  Emergency Lighting Systems.



(1)  Stationary lighting is supplied by generator power in the event of loss of the primary power source.



(2)  Portable lighting systems are available within the majority of TO&E units.


l.  Intrusion Detection Systems (IDS).  



(1)  Alarms on Fort Carson are not classified, however, control is maintained to ensure that only authorized engineers or contract personnel adjust and/or maintain the systems.  There are approximately 250 government-owned systems that are monitored at the Alarm Monitoring Station, building 2757.   The majority of the systems installed 

are the Integrated Commercial Intrusion Detection System (ICIDS) and provide surveillance for arms 

storage facilities and other facilities with high value/sensitive items.  Monitoring service is provided to the Army National Bank and Security Services Federal Credit Union.  These systems monitor commercial facilities (i.e., club systems, PX, etc.). 



(2)  Systems are tested on a daily basis by facility personnel upon opening/closing. Commercial systems are tested monthly and physically inspected semiannually by the contractor.



(3)  All ICIDS alarms are monitored on a 24 hour basis at building 2757.



(4)  In the event of an alarm notification, the monitor/operator notifies Military Police Desk personnel who, in turn, dispatch patrols to the scene of the alarm.  Patrols respond in accordance with an established alarm response SOP.



(5)  The Fort Carson National Bank and the Fort Carson Credit Union contract their own alarm systems; however, all commercial systems are monitored at ICIDS Monitor Station.



(6)  Opening/closing of selected sensitive facilities with commercial alarm systems are preceded with telephonic notification using a code word system.  The openings/closings are logged by the monitor person utilizing a DA Form 1594.



(7)  All systems are provided tamper alarms to detect surreptitious or covert attempts to defeat the system.



(8)  ICIDS opening and closure procedures are outlined in the Fort Carson ICIDS User Pamphlet and FC Reg 190-11.  



(9) Engineer personnel will maintain all ICIDS on the installation unless otherwise stated by written contract.



(10) Personnel whose duties involve the design, operation, or maintenance of unclassified IDS require completion of a favorable National Agency Check (NAC).  A local files check will also be conducted by the responsible security office.


m.  Communications.



(1)  Telephone communications are installed and maintained by the installation.  Certain 

facilities are provided support from US West Communications.  The Military Police operate a base station radio net located in the Military Police Station.  A remote computer terminal is located at the Military Police Desk and is connected with Colorado law enforcement agencies and the National Crime Information Center.



(2)  The Military Police radio net is restricted to OFFICIAL USE ONLY and is operated on a 24 hour basis.



(3)  Military Police communications are tested upon assumption of duties for each tour.



(4)  The Military Police net utilizes clear voice radio transmissions.  Each net used is assigned a call sign for identification purposes.


n.  Security Forces.  Installation interior guard protection is provided in accordance with FC Regulation 210-20.  Military Police activities are as delineated in the Provost Marshal SOPs.



(1)  Composition and Organization.  The Military Police complement consists of the 59th 

Military Police Company; the 984th Military Police Company; and the 148th Military Police Detachment.  The Fort Carson Field Office, Sixth Region, USACIDC, provides additional police investigations.



(a)  Physical security support is provided to post units/activities, USAR units located in Colorado, Montana, North and South Dakota, Utah, Wyoming, and senior ROTC Region activities in the same states.



(b)  The installation interior guard is comprised of elements from Fort Carson units on a rotating basis.



(2)  Tour of Duty.



(a)  Essential guard posts are manned on a regular basis by interior guards.  These are the Ammunition Supply Point; Ammunition Holding Area; and Butts Army Airfield.  Other posts are manned on an emergency basis as deemed necessary.  Refer to FC Reg 210-20 for guard complement and hours of operation.



(b)  Motor pools will be checked at 2 hour intervals during nonduty hours by unit personnel.  In the absence of adequate lighting/fencing, dedicated guards will be posted to provide the necessary security during non-operational hours. (See AR 190-51 and FC Reg 190-25).



(c)  Military Police and CID activities function on a 24 hour basis.



(3)  Military Police are normally armed with .9mm caliber pistols.  Patrols are equipped with other Military Police equipment.  Marked and unmarked commercial vehicles are provided for transportation of Military Police assets.  Installation interior guard personnel performing guard duties at the ASP/AHA are armed with assigned TOE weapons.  Guard personnel are attired in appropriate field uniforms and provided sufficient organizational vehicles and radios to accomplish their mission.


(4)  Military Police personnel receive MOS oriented training.  Individuals performing interior guard duties are trained by the unit of assignment (i.e., weapons qualification).  Guard training is supplemented by briefings and special instructions upon assumption of guard duties.

            
(5)  Military Police patrol dogs are utilized for patrol, bomb, and narcotics detection missions.


(6)  Methods for challenging are delineated in the installation interior guard regulation.


(7)  Alert Forces.  (refer to SWIFT DEFLECTOR Alert Force composition)



(a)  Initial Response Force.  

- MP Special Reaction Team (SRT)

- MP Amber Platoon 



(b)  Primary Alert Force (PAF)



(c)  Back Up Response Force (BRF) 


o.  Contingency Plans.  Fire protection and response are provided by the Fort Carson Fire Department augmented by local civil fire authorities.  In the event of power failure, alternate power sources will be used and guard personnel will be posted at sensitive facilities.  Telephonic communication failures will be rectified by DOIM and US West, as appropriate.  A copy of the Fort Carson counter-actions plan (Swift Deflector) is on file at the Provost Marshal Office and the Operations Center, DPTM.



(1)  Individual Actions.  Key personnel receive instructions of proposed actions to be taken during emergencies.  Individuals not on duty will don appropriate attire and receive special instructions as necessary.  Personnel in an on-duty status will take actions commensurate with their assigned duties in accordance with established local standing operating procedures.



(2)  Alert Force and Security Force will be as prescribed by applicable emergency plans.


p.  Aerial surveillance is available through aviation assets in the event of an emergency.  Requests for aerial surveillance will be coordinated with the installation Aviation Officer on an as needed basis.

APPENDIX A - REFERENCES

AR 27-50 (Status of Forces Agreement)

AR 190-5 (Motor Vehicle Traffic Supervision)

AR 190-11 (Physical Security of Arms, Ammunition and Explosives and Supplements)

AR 190-13 (The Army Physical Security Program and supplements)

AR 190-14 (Carrying of Firearms and Use of Force for Law Enforcement and Security Duties)

AR 190-51 (Security of Army Property at Unit and Installation Level)

AR 380-5 (Department of the Army Information Security Program)

AR 380-19 (Automated Information Systems)

AR 525-13 (The Army Combating Terrorism Program)

AR 710-2 (Inventory Management Supply Policy Below the Wholesale Level)

AR 640-3 (ID Cards, Tags, and Badges)

DA Pam 190-51 (Risk Analysis for Army Property)

FC Reg 190-2 (Bombings and Bomb Threats)

FC Reg 190-11 (Physical Security of Arms, Ammunition and Explosives)

FC Reg 210-20 (Interior Guard)

FC Reg 220-10 (Deployment Operations )

FC Reg 525-1 (Installation Emergency Operations)

FM 19-10 (Military Police Law and Order Operations)

FM 19-15 (Civil Defense)

FM 19-30 (Physical Security)

FM 100-37 (Terrorism Counteraction)

TC 19-5 (Bomb Threats)

TC 19-16 (Countering Terrorism on Military Installations)

APPENDIX B - THREAT STATEMENT

1.  The Fort Carson threat statement supplements the information contained in the Department of the Army threat statement, and FORSCOM Force Protection Threat Statement—Jan 98.  This threat overview states the threat to FORSCOM consists of a wide range of potential perpetrators, with diverse motivations, weapons, and expertise.  The outlook for criminal and terrorist activity worldwide remains strong, with the potential to develop or subside rapidly in response to worldwide events. 

2.  The overall terrorist threat to Fort Carson is assessed as low.  This assessment is based on such factors as absence of known Foreign Intelligence Services (FIS), or terrorist groups in the Colorado Springs area with a history or even evidence of targeting military installations to include Fort Carson.

3.  Fort Carson (main), consists  of approximately 137, 403 acres located in El Paso, Pueblo, and Fremont counties on the Southern outskirts of Colorado Springs, Colorado.  Fort Carson is bordered by interstate highway 25 to the East, Colorado State highway (CO) 115 to the West, and CO 83 to the North.   Fort Carson Pinon Canyon is approximately 235,693 acres, and is bordered by private ranches and orchards along an East-West parallel one to five miles North of US 50.  Generally the public has open and easy access to all activities on Fort Carson.  Fort Carson is an open post.

4.  Units and activities assigned to Fort Carson include the 3d Brigade, 4th Infantry Division; 3d Armored Cavalry Regiment; Headquarters, 2d & 3d Battalion, 10th Airborne Special Forces Group; Evans 

Army Community Hospital; 43d Area Support Group; Army/Naval Reserve Centers.  The military 

strength is approximately 15,000.  However, the effective population on a daily averages total of 

military, family members, DA civilians, and contract workers is approximately 25,000.

5.  Five major types of threat to Fort Carson will be addressed:


a.  Criminal Activity.


b.  Terrorist Activity.


c.  Hostile Foreign Intelligence Activity.


d.  Automated Information (AIS)/Cyber Terrorism.


e.  Chemical/Biological Activity.

6.  The criminal threat to Fort Carson is currently considered to be at a medium threat.  This threat can be either an internal or external problem and or gang-related activity or even drug related.


a.  The criminal’s goal is to profit from the theft of government property or information.  The targets will include arms, ammunition, explosives, and R & D items.  These criminals usually act for personal not political or ideological gain, and will range from organized to unsophisticated in organization.  Insiders who are tempted to get something for nothing and believe there is a high probability of not getting caught commit many criminal acts.


b.  The protestors may be either violent or non-violent.  This group includes vandals, activists, and extremist.  The vandals and activists that may surround Fort Carson are considered small in number and try to interrupt normal missions to achieve their objectives.  The extremists are more sophisticated and destructive.  This group could attack symbolic targets and authority figures.  This is only a possibility.

7.  The overall Domestic and Foreign terrorist threat to Fort Carson is assessed as low.  No specific information is available indicating those domestic terrorist groups or personnel currently pose a threat to Fort Carson.  There are no known indigenous extremist groups targeting Fort Carson or any other DoD facilities in the Colorado Springs area.  However, numerous military and criminal gangs, emigres, illegal aliens, and just plan “wacko’s” reside in the geographic area and could pose a threat.

8.  There is an absence of known FIS activities and collection requirements against Fort Carson.  There have been no known attacks targeting, past or present, or evidence concerning this threat.  However, FIS and terrorist threat levels could quickly be upgraded to medium or high based on the importance the U.S. Army places on Fort Carson as a rapid deployment site.  This would especially be the case if tension increased in the international arena or the US is called upon to conduct a war on foreign soil.  Still, regular force protection briefings, SAEDA, OPSEC, and physical security and crime prevention measures will serve as an effective prevention.

9.  Cyber terrorism/threat vulnerability of automated information systems (AIS) to Fort Carson would prove personal, political, ideological or economic advantages to person/organization for personal gain, retribution, self-esteem, social change, or ideology.   Still, due to interconnectivity of Fort Carson’s network with the Internet and Intranets, there is a continuous high threat of unauthorized access.  However, the vulnerability of AIS is probably low due to utilization of built-in security tools that are implemented.  Further, the threat and vulnerability of communications facilities is Low due to physical barriers and installed (or projected installation of) industrial commercial intrusion detection systems (ICIDS).

10.  The chemical and biological threat or use of weapons of mass casualty/destruction against Fort Carson can not be determined.  However, this must not be overlooked.

11.  The geographic location of Fort Carson and the proactive, continuing security and law enforcement efforts at the command level should continue to afford Fort Carson adequate protection against current identified threats.

APPENDIX C – TERRORIST/COUNTERACTION PLAN

Refer to FC Reg 525-1

APPENDIX D - BOMB THREAT PLAN

Refer to FC Reg 190-2

APPENDIX E - INSTALLATION CLOSURE PLAN
E-1.  PURPOSE: To outline procedures for the security of  personnel and property at Fort Carson during Installation Closure.

E-2.  RESPONSIBILITES:


a.  Upon notification of an emergency, mobilization or CG’s orders, the post will initiate post closure.  This is tentatively accomplished by closing and barricading Gates # 2,3,5,6,7,and 19 and manning by Military Police personnel of Gates #1,4, and 20.  A checkpoint will be established on Butts Road (at the direction of the Provost Marshal) adjacent to Route #5 to control entry into the cantonment area.  Additionally, all units/activities on the installation will supply their own internal security measures for their areas.  Primary and Supplementary guard posts (ASP, AHA, Post Arms Room, Command Finance, USAR Arms Room, TSC, and Railhead) will be augmented, as required, by the Installation Guard Force (provide by RED unit).  Roving patrols (mounted or dismounted) of key areas within the installation will be established at the discretion of the Provost Marshal. These areas will normally be limited to those MEVAs identified at Level A (Category I) and Level II (Category II). 


b.  Entry/exit though the manned positions/checkpoint(s) will be for the following personnel only after being searched and have proper identification as prescribed below:

          (1)  Military personnel (active army, reserve component, retired) will be admitted with a valid DD Form 2 or 2A.        


          (2)  Dependents of military personnel will be 

admitted with a valid DD Form 1173 (Uniformed Services Identification and Privilege Card) only if they reside on the installation, or have an emergency.

          (3)  Civilian commercial personnel contracted by an authorized agency of Fort Carson will be granted access with a valid FC Form 1674.  All request for entry will be evaluated on a case by case basis.  This identification will be used in conjunction with issuance of a Fort Carson visitors pass (FC Form 1529).  A list of those commercial activities authorized access will be provided to the OPCEN for consolidation and subsequent dissemination to installation access points.  Drivers of these vehicles will be instructed to place this pass on the lower left side on the dashboard where it can be visible for identification purposes.  The drivers will also be informed that they must exit the same gate in which they entered and return the pass.  The vehicle pass will only be valid for a time not to exceed 24 hours.  All Civilian commercial personnel will be logged in/out on the visitors control log (FC Form 1533).

          (4)  Public Affairs personnel will escort press personnel onto the installation; they will be searched, issued a visitors pass, and logged in/out on the visitors control log.

          (5)  Visitors, vendors (unless previously cleared for entry), etc., should not be allowed entry onto the installation during base closure for safety and security reasons.  

          (6)  Any other instances, which would arise, should be brought to the attention of the Provost Marshal.  






          (7)  All individuals listed above will be informed to keep traffic at a minimum during base closure.

     c.  Security of Staging and Equipment Holding Areas.

          (1)  If Rail loading operations are essential during base closure they will take place at the north end of post, just west of the industrial area. (Grid Square EN 17/90).  Equipment awaiting loading will be placed in the designated staging areas at the railhead and will be guarded on a 24-hour basis through the use of the Post Interior Guard.  Roving guard personnel will guard this area; number will depend on the amount of equipment being stored at the staging area.  Instructions and equipment for guard personnel will be as outlined in FC Reg. 210-20.

          (2)  In the event that a Privately Owned Vehicle (POV) storage area must be established, it is the unit’s responsibility to secure, process, and guard these vehicles within the unit’s motor pool.  If the unit does not have an adequate storage area these vehicles can be stored at the installation POV storage area which is located on the south end of the contonement area (Grid Square EN 21/86).  All requests for storage of POVs in the unit motor pool must be submitted in writing to the post Physical Security Branch, Fort Carson, Colorado, and approved before storage is authorized.  Storage of POVs at the Installation POV storage area must be approved by DPW, ATTN: Real Property.

     d.  Operations Center (OPCEN).  Ordinarily the OPCEN would have been activated prior to initiating base closure.  The OPCEN will establish an entry control point to the OPCEN.  Entry through this point will be as authorized by access rosters obtained from responsible agencies operating within the OPCEN.

e.  Other security measures to be considered during base closure.

          (1)  Remind personnel, including family members, to be suspicious and inquisitive about strangers, particularly those carrying suitcases, boxes or containers: be alert for suspicious vehicles on or around the installation, and be alert for abandoned parcels or suitcases or any unusual activity.

          (2)  Secure buildings, rooms and storage areas not in regular use, and conduct security 

checks of these areas periodically with special emphasis placed on Mission Essential Vulnerable Areas  (APP K).

          (3)  Keep key personnel on call or immediately available to assist with base closure.

          (4)  Check deliveries to on post facilities and advise family members to check all home deliveries.

          (5)  As resources allow increase surveillance of all soft targets (schools, clubs, etc).

          (6)  Review and implement security measures for high-risk personnel.

          (7)  If possible move objects such as vehicles, crates and trash containers at least 25 meters from a building that is sensitive in nature.

          (8)  Make all personnel aware of the general situation to prevent the spread of rumors and prevent unnecessary alarm.

          (9)  Inform members of the local community that the installation as initiated base closure.

          (10)  Remind drivers to lock parked/unattended vehicles, and check vehicle before entering.


f.  Base Closure procedures should only be used as a last resort.  Once implemented, they will be 

in effect until a determination to discontinue operations is made by the Installation Commander.

APPENDIX F - DISASTER RESPONSE PROCEDURES

Refer to FC Reg 525-1

APPENDIX G - WORK STOPPAGE PLAN

Refer to FC Reg 525-1

APPENDIX H - RESOURCE PLAN

H-1.  REFERENCE.  AR 190-13, The Army Physical Security Plan.

H-2.  PURPOSE.  To recommend priorities to allocate resource (equipment, money, and personnel, etc.) to meet essential physical security needs.

H-3.  SCOPE.  This appendix is applicable to all personnel assigned or attached to Fort Carson.

H-4.  RESPONSIBLITIES.  

a.  Provost Marshal:


(1)  Working in concert with the Force Protection Council, the Provost Marshal will develop a recommended priority resource allocation plan.



(a)  The allocation of resources will be given consideration based upon risk analysis findings and criticality to the installation.



(b) Priorities will be adjusted accordingly based upon current threat and risk analysis findings.



(2) Allocation of Force Protection funds (RJC6, etc.)  will be based on the following priority:



(a)  Secret Compartmented Information Facilities (SCIF).



(b)  Aircraft parking facilities



(c)  AA&E storage facilities



(d)  Headquarters buildings (1430)



(e)  Communications facilities



(f)  Narcotics storage facilities



(g)  Electrical Power Substations



(h)  Classified storage facilities



(i) Finance facilities



(j)  Command Posts (primary and alternate)



(k)  Petroleum, oil, lubricants (POL) storing and dispensing points



(l)  Medical supply facilities



(m)  Motor Pools and maintenance facilities



(n)  Other


b.  DPW:



(1)  Upon request provide the Provost Marshal, ATTN: Physical Security, a list of outstanding physical security work request along with the estimated project cost.



(2)  Provide input and support to the Provost Marshal during the process of developing a viable physical security projects list.


c.  DRM:



(1)  Apprise the Provost Marshal of available funds in support of the overall Force Protection effort.



(2)  Advise the Provost Marshal on proper utilization of funds.


d.  MSC Commanders:



(1)  Commanders must attempt to identify vulnerabilities with the aid of a risk analysis and during the conduct of installation surveys.  These vulnerabilities need to be addressed in writing to the Provost Marshal requesting they be considered when allocating force protection funds.



(2)  Commanders must develop their own priorities to best use what limited resources are available.


d.  G-3:



(1)  If needed assemble Force Protection Fusion Cell to discuss allocation of resources.



(2)  Brief the Force Protection Council on status of resource allocations.

H-5.  Every effort must be made by all parties involved to ensure the most effective and practical application of our resource dollars.

APPENDIX I - COMMUNICATIONS OUTAGE PROCEDURES

Refer to FC Reg 525-1

APPENDIX J - RESTRICTED AREAS
(see page 12)

APPENDIX J 

RESTRICTED AREAS
BLDG
UNIT
BN
MSC
AAE
COMSEC








0311


Post Arms Storage

DOL
Yes
No

1045-2N


HHD
68th CSB
43 ASG
Yes


1049-3N
183rd Maint
68th CSB
43 ASG
Yes
No

1049 4N
32d Trans Co
68th CSB
43 ASG
Yes
No

1049 5N
360 Trans Co
68th CSB
43 ASG
Yes
No

1140 2W
59th MP Co
759 MP 
43 ASG
Yes
No

1140 3W
984 MP Co
759 MP 
43 ASG
Yes
No

1140 4W
HHD
759 MP 
43 ASG
Yes
No

1140-1W
94 EOD
759 MP 
43 ASG
Yes
No

1202-1W
40th Med Det
10 CASH
43 ASG
Yes
No

1202-2W
223d Med Det
10 CASH
43 ASG
Yes
No

1202-3W
HHC
10 CASH
43 ASG
Yes
No

1202-5W
84th Med Det
10 CASH
43 ASG
Yes
No

1203 1W
HSC
52 Engr 
43 ASG
Yes
No

1203 2W
HHC

43 ASG
Yes
No

1203-3W
C Co
52 Engr 
43 ASG
Yes


1218 W
USA Repl Det

43 ASG
Yes
No

1219 E
USA Repl Det

43 ASG
Yes


1220 W
Cmd Finance
4th Fin Bn
43 ASG
Yes
No

1220 E
4 Fin Bn

43 ASG
Yes


1351
Regt COMSEC

3 ACR
No
Yes

1352- Rm 10
COMSEC
64 SB
3 BCT
No
Yes

1360-1N
89 CHEM
Spt Sqdn
3 ACR
Yes
No

1360-3/4
Maint Trp
Spt Sqdn
3 ACR
Yes
No

1370- 5W
HHT
Spt Sqdn
3 ACR
Yes
No

1360-2N
Spt & Trans
Spt Sqdn
3 ACR
Yes
No

1370-1&2N
66 MI
3d Sqdn
3 ACR
Yes
No

1370-3/4W
Med Trp
Spt Sqdn
3 ACR
Yes
No

1430- Rm 23
DOIM-VTC

DOIM
No
No

1450- Rm 10
COMSEC-66 MI
3d Sqdn
3 ACR
No
Yes

1550 - Rm 1050
IPF

DOIM
No
No

1550 - Rm 1055
TCC (SCIF)

DOIM
No
No

1550 - Rm 1053
SSO

ISD
No
No

1550 - Rm 1052
COMSEC

DOIM
No
Yes

BLDG
UNIT
BN
MSC
AAE
COMSEC








1650-2N 
2d Trans (HET)
68th CSB
43 ASG
Yes
No

1650-3N
60th Ord Co
68th CSB
43 ASG
Yes
No

1650-4N
4 PSB

43 ASG
Yes
No

1650-5N
HHC, USAG

HQ FC
Yes
No

1660 2W
C Co
64 SB
3 BCT
Yes
No

1660 3W
B Co
64 SB
3 BCT
Yes
No

1660 4W
A Co
64 SB
3 BCT
Yes
No

1660 5W
HHD
64 SB
3 BCT
Yes
No

1670- Rm 4
COMSEC
4th Engr 
3 BCT
No
Yes

1670-1W
C/104 MI
4th Engr 
3 BCT
Yes
No

1670 3W
HHC
4th Engr 
3 BCT
Yes
No

1670 4W
HHC
4th Engr 
3 BCT
Yes
No

1670 5W
HHC
4th Engr 
3 BCT
Yes
No

1697- Rm 11
COMSEC
4th Engr 
3 BCT
No
Yes

1697- Rm B1
COMSEC

3 BDE
No
Yes

1816
CID

75th MP
Yes
No

1853- Rm 26
COMSEC
3/29 FA
3 BCT
No
Yes

1957 3N
Chem Decon Plt

3 BCT
Yes
No

1957- Rm 5 
COMSEC
4th Engr 
3 BCT
No
Yes

1957-3&4N
534 Sig
4th Engr 
3 BCT
Yes
No

1957-5N
C/1-44 ADA
3/29 FA
3 BCT
Yes
No

1958 1N
HHB
3/29 FA
3 BCT
Yes
No

1958 2N
C/3/29 FA
3/29 FA
3 BCT
Yes
No

1958 3N
B/3/29 FA
3/29 FA
3 BCT
Yes
No

1958 4N
A/3/29 FA
3/29 FA
3 BCT
Yes
No

1958-5N
SVC BTRY
3/29 FA
3 BCT
Yes
No

2057 1N
C/1/8 IN
1/8 IN 
3 BCT
Yes
No

2057 2N
B/1/8 IN
1/8 IN 
3 BCT
Yes
No

2057 3N
A/1/8 IN
1/8 IN 
3 BCT
Yes
No

2078 1N & 2N
HHC/1/8 IN
1/8 IN 
3 BCT
Yes
No

2057 4N
D/1/8 IN
1/8 IN 
3 BCT
Yes
No

2058-1N
C/4th Engr
4th Engr 
3 BCT
Yes
No

2058-2N
B/4th Engr
4th Engr 
3 BCT
Yes
No

2058-3N
A/4th Engr
4th Engr 
3 BCT
Yes
No

2058-4N
HHC/4th Engr
4th Engr 
3 BCT
Yes
No

2060- Rm12
COMSEC
1/68 AR 
3 BCT
No
Yes

2077 1N
A/1/68 AR
1/68 AR 
3 BCT
Yes
No

2077 3N
B/1/68 AR
1/68 AR 
3 BCT
Yes
No

BLDG
UNIT
BN
MSC
AAE
COMSEC








2077 4N
C/1/68 AR
1/68 AR 
3 BCT
Yes
No

2077 2N
D/1/68 AR
1/68 AR 
3 BCT
Yes
No

2078 4N & 5N
HHC/1/68 AR
1/68 AR 
3 BCT
Yes
No

2157-1&2N
HHC/1/12 IN
1/12 IN 
3 BCT
Yes
No

2157-4N
D/1/12 IN
1/12 IN 
3 BCT
Yes
No

2158-1N
A/1/12 IN
1/12 IN 
3 BCT
Yes
No

2158-2N
B/1/12 IN
1/12 IN 
3 BCT
Yes
No

2157-3N
C/1/12 IN
1/12 IN 
3 BCT
Yes
No

2160- Bmt
COMSEC
1/12 IN 
3 BCT
No
Yes

2257-1&2N
HWB
3d Sqdn
3 ACR
Yes
No

2257-3N & 4N
HHT
3d Sqdn
3 ACR
Yes
No

2258-1N
I TRP
3d Sqdn
3 ACR
Yes
No

2258-2N
K TRP
3d Sqdn
3 ACR
Yes
No

2258-3N
L TRP
3d Sqdn
3 ACR
Yes
No

2258-4N
M CO
3d Sqdn
3 ACR
Yes
No

2350- Rm 11
COMSEC
3d Sqdn
3 ACR
No
Yes

2392
COMSEC
1/8 IN 
3 BCT
No
Yes

2457- Rm 11
COMSEC
4th Sqdn
3 ACR
No
Yes

2457-2N V
Q TRP
4th Sqdn
3 ACR
Yes
No

2457-3N V
R TRP
4th Sqdn
3 ACR
Yes
No

2457-4N V
S  TRP
4th Sqdn
3 ACR
Yes
No

2457-5N V
HHT
4th Sqdn
3 ACR
Yes
No

2458 5N
HHT, 3 ACR

3 ACR
Yes
No

2458-1N V
N TRP
4th Sqdn
3 ACR
Yes
No

2458-2N V
O TRP
4th Sqdn
3 ACR
Yes
No

2458-3N V
P TRP
4th Sqdn
3 ACR
Yes
No

2458-4N
ADA
1st Sqdn
3 ACR
Yes
No

2462- Rm 12
COMSEC
2d Sqdn
3 ACR
No
Yes

2557-1&2N
HHT
2d Sqdn
3 ACR
Yes
No

2557-3N
43 ENGR
2d Sqdn
3 ACR
Yes
No

2557-4N & 5N
HHT
1st Sqdn
3 ACR
Yes
No

2558 1N
A TRP
1st Sqdn
3 ACR
Yes
No

2558 2N
B TRP
1st Sqdn
3 ACR
Yes
No

2558 3N
C TRP
1st Sqdn
3 ACR
Yes
No

2558 4N
D Co
1st Sqdn
3 ACR
Yes
No

2558 5N
HWB
1st Sqdn
3 ACR
Yes


2757- 1N
ICIDS

PSB
No
No

2757-2N
A Co (MP) USAG
759 MP Bn
43 ASG
Yes
No

BLDG
UNIT
BN
MSC
AAE
COMSEC








2757-3N
SOTIC (C Co)
2d Bn
10 SFG
Yes
No

2757-4N
HHC USAG

43 ASG
Yes


2758-1N
E TRP
2d Sqdn
3 ACR
Yes
No

2758-2N
F TRP
2d Sqdn
3 ACR
Yes
No

2758-3N
G TRP
2d Sqdn
3 ACR
Yes
No

2758-4N
H CO
2d Sqdn
3 ACR
Yes
No

2792- Rm 14
Regt Commo

3 ACR
No
No

2992
COMSEC
1st Sqdn
3 ACR
No
Yes

9604-S CTR
571st MED
4th Sqdn
3 ACR
Yes
No

7400-B00
HQ

10 SFG
Yes


7400-C
COMSEC

10 SFG

Yes

7400-B10
HQ

10 SFG



7402-Rm 12
COMSEC
2d Bn
10 SFG
No
Yes

7416
3d Bn
3d Bn
10 SFG
Yes
No

7418
2d Bn
2d Bn
10 SFG
Yes
No

7450/1
GSG

10 SFG
Yes
No

7494- Rm 13
COMSEC
3d Bn
10 SFG
No
Yes

7500
O/P Pharmacy
EVANS
MEDDAC
No
No

7500
IN/P Pharmacy
EVANS
MEDDAC
No
No

7500
NARC VAULT
EVANS
MEDDAC
No
No

8000
SARF

DOL
Yes
No

8000
COMSEC

DOL
No
Yes

8030
DIR SPT (SARF)
Spt Sqdn
3 ACR
Yes
No

8030
COMSEC
64 SB
3 BCT
No
Yes

8030- Rm 5A 5/A 
COMSEC
Spt Sqdn
3 ACR
No
Yes

8100- Rm 10
DOIM

DOIM
No
No

0812-1
B Co
52 Engr 
43 ASG
Yes
No

0812-B
A Co
52 Engr 
43 ASG
Yes
No

0813-1 & B
1st RTB

5 ARMY
Yes
No

8142 4N
183 Maint Co
68th CSB
43 ASG
Yes
No

8300- Rm 10
COMSEC
Spt Sqdn
3 ACR
No
Yes

9370
ASP
68th CSB
43 ASG
Yes
No

9379
ASP
60th Ord
43 ASG
Yes
No

9381
ASP
60th Ord
43 ASG
Yes
No

9382
ASP
60th Ord
43 ASG
Yes
No

9383
ASP
60th Ord
43 ASG
Yes
No

9384
ASP
60th Ord
43 ASG
Yes
No

9385
ASP
60th Ord
43 ASG
Yes
No

BLDG
UNIT
BN
MSC
AAE
COMSEC








9386
ASP
60th Ord
43 ASG
Yes
No

9387
ASP
60th Ord
43 ASG
Yes
No

9388
ASP
Dol

Yes
No

9390
ASP
60 th Ord
43 ASG
Yes
No

9391
ASP
60th Ord
43 ASG
Yes
No

9392
ASP
60th Ord
43 ASG
Yes
No

9393-1
ASP
A Co MP
43 ASG
Yes
No

9393-2
ASP
764th Eod
43 ASG
Yes
No

9393-3
ASP
10th SFG
10th SFG
Yes
No

9394
ASP
60th Ord
43 ASG
Yes
No

9395
ASP
60th Ord
43 ASG
Yes
No

9410
ASP
60th Ord
43 ASG
Yes
No

9411
ASP
60th Ord
43 ASG
Yes
No

9412
ASP
60th Ord
43 ASG
Yes
No

9413
ASP
60th Ord
43 ASG
Yes
No

9414
ASP
60th Ord
43 ASG
Yes
No

9415
ASP
60th Ord
43 ASG
Yes
No

9604-SE
K/158 AVN
68th CSB
43 ASG
Yes
No

9633
HHT 
4th Sqdn
3 ACR
Yes
No

9740
AHA
68th CSB
43 ASG
Yes
No

APPENDIX K - MISSION ESSENTIAL OR VULNERABLE AREAS

1.   Mission Essential Areas are those areas on Fort Carson that are considered essential for the performance of the installation’s mission, which could severely impact upon the performance of that mission if disrupted.  

2.  Vulnerable Areas are all buildings, locations, and sites included in mission essential areas as well as those that are particularly vulnerable to criminal acts or other disruptive activities.  This also includes areas nonessential to the installation’s operational mission that may be vulnerable to damage, theft, trespass, or other criminal acts depending upon the nature of the activity.  

3.  Below is a listing of critical and vulnerable areas identified within the Fort Carson installation.  This listing has been divided into four separate categories.


a.  CATEGORY I (Maximum Level Security).  This level of security is required for an area containing a security interest or defense resources.  Its compromise or loss would have an immediate effect on the defense potential or capability of the United States.

CATEGORY I (maximum-level security)


BLDG


PROTECTION



Special Security Office (SSO)

1130

66th MI SCIF

1450

EOC (Global Command and Control System) 

IPF SCIF

1550

10th SFG (A) SCIF


1130

1450

1430

1550

7400
ICIDS

ICIDS

ICIDS

ICIDS

ICIDS

b.  CATEGORY II (Advance Level Security).  This level of security is required for an area containing a security interest or defense potential or capability of the United States.  The total security effort for these areas should provide a high probability of detection and assessment or prevention of unauthorized penetration or approach to the items protected.

CATEGORY II (advanced-level security)
BLDG


PROTECTION



Arms Storage Facilities

Ammunition Supply Point

ICIDS Monitor Station

2757, Mod 1

AVUM Hangar

Butts Army Airfield

G.O. Quarters



Post HQ
9370

2757

9633

1, 2, & 3

1430
ICIDS

ICIDS

ICIDS

ICIDS

GUARDS

ICIDS

ICIDS

c.  CATEGORY III (Intermediate Level Security).  This level of security is required for an area containing pilferable material or sensitive items that have an attraction for the intruder in addition to monetary value.  These areas may contain equipment necessary for the continual functioning of the activities, but not necessarily a part of the immediate or near-term mission or defense capability.  These areas should be provided physical protection through isolation, barrier systems, IDS-CCTV, and access control or a combination of these.  The total security effort for these areas should provide a reasonable probability of detection and assessment or prevention of unauthorized penetration, approach, or removal of the items protected.

CATEGORY III (intermediate-level security)
BLDG


PROTECTION



Information Processing Facility (IPF)

Dial Central Office (DOIM)

Remote Switching Units (DOIM)319, 2358, 6256, 7500, 9601

Cross Connects 1 and 3 (DOIM)

Electrical Power Substation #1 (DPW)

Electrical Power Substation #2 (DPW) Command Finance

Drug Storage Area/Pharmacy 

Drug Refill Pharmacy 

Medical Cage, 10th SFG (A)


Small Arms Ammo Warehouse 

911 Operations Center (DPW) 

DOL Issue and Turn-in

Provost Marshal Operations

EOD 

Crypto Vaults

COMSEC Vault

COMSEC Repair Shop

Flight Simulator

Aircraft Maintenance Facility 

VIP Guest Quarters (CO Inn)

1430


1550

1551

1551

1014, 8008

O’Connell & Chiles

Titus & Brown

1220

7500, 1st Floor

1525

7450

9379

1518

8000

2700

2757

1550

8000

9638

BAAF

7305
ICIDS

ICIDS

ICIDS

ICIDS

ICIDS

ICIDS

ICIDS

ICIDS

ICIDS

MP Patrol

Manned 24 hours

ICIDS

ICIDS

ICIDS

ICIDS

Guards

ICIDS


d.  CATEGORY IV (Basic Level Security).  This level of security is required for area established to protect pilferable items or for the principle purpose of providing administrative control, safety, or a buffer area of security restriction for areas of higher security category.  Pilferable items within the area shall require the same physical protection as level C.
CATEGORY IV (basic-level security)
BLDG


PROTECTION



Motor Vehicle Parks

Hospital (Medical Storage Area - Logistics), Ground Floor

Hospital (Information Mgt-Data Processing)

Bulk and Package POL Yards

Pharmaceutical Supply Storage (at Troop Medical Clinics)

Commissary

Main Post Exchange

DOL
8000 area

Brigade/Regiment Headquarters


DPW Industrial Area


Railhead 
Vicinity of Gate 20

7500, B

7500, 1FL

1525

6110

8000 Area

Industrial Area
2 hour security checks

ICIDS

ICIDS

ICIDS

ICIDS

MP Patrols

On call Guard Post

APPENDIX L - INTRUSION DETECTION SYSTEMS (IDS)

L-1.  PURPOSE:  The purpose of this appendix is to prescribe procedures and policies for the effective and economical operation of government owned Integrated Commercial Intrusion Detection System (ICIDS) on Fort Carson.

L-2.  GENERAL:  


a.  ICIDS provides the user activity with real-time warning that the security of the protected facility has been threatened.  The ICIDS Monitor Station is manned continuously and the Military Police provide a ready reaction force until the user activity can resume protection of its facility.


b.  The quality of service provided to the user depends upon the user’s adherence to operating procedures as much as it does on the proficiency of the Military Police.

L-3.  PROCEDURES:  


a.  ICIDS Access Roster.



(1)  The activity commander must decide which of the personnel working in an activity are going to open and close and/or have unaccompanied 

access to the activity.  This number should be kept to a minimum.  



(2)  Those personnel identified to have access to the ICIDS must have a Command Oriented Arms, Ammunition, and Explosives (AA&E) 

Security Screening and Evaluation Record (DA Form 7281-R) completed before being placed on the access roster.  Information required is:



- Full name and rank/grade



- SSAN



- Commanders signature.



(3)  Before personnel are allowed access to the ICIDS control panel, they must be issued a Personal Identification Cipher (PIC).  Ciphers are issued at the ICIDS Monitor Station, building 2757.  Prior to issuance of ciphers a memorandum must be submitted to the Physical Security Branch, ATTN: ICIDS Administrator, Bldg 2757, which includes the following information:



- Full name and rank/grade



- SSAN



- Purpose why individual is to have access



- Activity number and location



- Work and home telephone number



- Commander’s signature



(4)  The DA Forms 7281-R must be completed and attached to the memorandum at the time of submission for the PICs.  Anyone with an operational requirement to have  unaccompanied access to AA&E facilities must have the command oriented security screening completed prior to being granted access.



(5)  Access rosters submitted by commanders are the only means that the ICIDS monitors have for contacting personnel in emergency situations, i.e., alarms, etc.  Additionally, these rosters are a means of identification when Military Police respond to various alarms. This roster is also used to notify personnel in the event of a system malfunction.  If the unit/activity has a preference as to who is notified or a preferred order in which personnel are notified, they need to inform the ICIDS Monitor Station of their preference.  It is incumbent upon all commanders to periodically review their unaccompanied access rosters to ensure current information is on file at the monitor station.



(6)  To ensure the timeliness of the service provided to the user, activities should ensure that persons removed from their roster for whatever reason; i.e., loss of clearance or PCS, are removed from the roster maintained at the ICIDS Monitor Station immediately.  This is also done by memorandum to the Monitor Station giving the information from para 3a (3) above and including the reason for removal from the roster.


b.  Opening the activity (ACCESS).  Refer to USER packet and FC Reg 190-11.


c.  Closing the activity (SECURE).  Refer to USER packet and FC Reg 190-11.


d.  Miscellaneous



(1)  When notified of an alarm at the activity or a malfunction, personnel designated as point of contact (POC) for the activity will respond in a prompt and timely manner to reset the system or allow maintenance personnel access.



(2)  The POC will remain at the activity until either the maintenance is completed or guards are posted.  The guard force must comply with all regulatory guidance IAW AR 190-11.



(3)  When notified of routine or special maintenance to be performed on the system, the Activity Commander/Supervisor will ensure that a POC from the activity is present at the arranged time to allow maintenance personnel access.  Failure to respond in a timely manner can cause delays in performing maintenance in other required areas and adds an additional cost burden to the installation.  Repeated failure to keep maintenance appointments will result in loss of service and written notification to the MSC Commander.



(4)  If unable to resolve ICIDS issues with the Monitor Station (6-0637/0638) activities/users should contact the ICIDS Administrator at extension 6-0082.  If problems persist contact the Chief, Physical Security, extension 6-2760.



(5)  Monthly operational tests of the ICIDS will be performed by the user and results recorded on an informal memorandum.  Since a constant sensor polling is performed by the Primary Monitor Cabinet at the ICIDS Monitor station, it is therefore unnecessary for the person conducting the ICIDS test to contact the ICIDS Monitor station.  User will follow the procedures outline in FC Reg 190-11 as they apply to the conduct of the "WALK TEST".

APPENDIX M - HIGH RISK PERSONNEL (HRP) SECURITY

M-1.  GENERAL.  High Risk Personnel (HRP) are those who are more likely to be terrorist or criminal targets because of their grade, assignment, symbolic value, vulnerabilities, location, or specific threat. Upon designation of HRP status by the Installation Commander procedures set forth below will be used at Fort Carson to provide minimal level security for HRP residing and working on the installation and for visiting dignitaries. 

M-2.  RESPONSIBILITIES:


a.  CID:  



(1)  Coordinate and conduct vulnerability assessments in HRP living and working areas.  This assessment will be conducted IAW governing regulation and will be accomplished at the earliest opportunity subsequent to arrival of HRP on the installation.  



(2)  A copy of the vulnerability assessment will be provided the Provost Marshal, ATTN:  Physical Security.



(3)  Provide protective service support IAW governing regulations.


b.  Provost Marshal:



(1)  Provide SRT support as required.



(2)  Provide security for visiting dignitaries as required.



(3)  Be prepared to secure helipads upon arrival and departure of all HRP, to include visiting dignitaries.



(4)  Upon request from the command group, provide K-9 support for security sweeps of HRP living and working areas, to include public and private conveyance.



(5)  Provide quarterly tests of security alarm systems installed in quarters 1, 2, 3, Distinguished Visitor Quarters (DVQ), and HRP offices in building 1430.  Additionally, provided an in-depth briefing to all HRP and appropriate family members on the functioning of the security alarms system.



(6)  Upon notification from the Protocol Office of VIP(s) taken up residence in the DVQ at the Colorado Inn, provide at a minimum a test of the duress capability.



(7)  Conduct risk analysis each time there is a change in HRP.


c.  G-2:  Ensure Sensitive Personnel remain briefed on current threat.


d.  Commander, USAG:  Coordinate and schedule defensive driver training for primary HRP drivers.


e.  Protocol:



(1)  Provide updated rosters of visiting dignitaries to the Provost Marshal, ATTN:  Physical Security.



(2)  Coordinate Protective Services requirements with the Provost Marshal.  

M-3.   Personnel responsible for the safety and well being of HRP will become familiar with counter-terrorism measures as outline in AR 525-13, FC OPLAN Swift Deflector, and FC Reg 525-1.

APPENDIX N - MOTOR POOL SECURITY

N-1.  All active Army motor pools on Fort Carson will be protected at the appropriate level of a local Risk Analysis.  Provided adequate fencing and lighting are in place motor pools at Fort Carson will be protected as prescribed for Risk Level II.  Commanders will refer to AR 190-51, Chap 3-5, to determine the required Physical Protective Measures and the Security Procedural Measures.  The completed Risk Analysis will be maintained at the evaluated facility and will be subject to inspection during physical security inspections.

N-2.  POV Storage.  Paragraph 3-5f (1) (c), AR 190-51 states that privately owned vehicles may be stored in unit motor pools at the discretion of the Installation Commander during deployment exercises.  The following procedures will be followed:


a.  Request for storage of POVs in unit motor pools will be forwarded to AFZC-PM-P Bldg 2757.  Commanders will refer to FC Reg 210-4 when preparing requests.  Request will include:



(1)  Requesting unit and location of the motor pool.



(2)  Time period during which POVs will be stored in motor pool.



(3)  Number of POVs to be stored.



(4)  Commander’s signature


b.  POVs will be inventoried before being placed in the motor pool by the owner and unit representative.  Any pre-existing damage to the vehicle will be recorded and affixed to the inventory documents.  POVs will not be used as a storage “closet” for other valuables.


c.  Parts/accessories which are easily removed and stolen; i.e., grill covers, will be removed and placed in the trunk or interior of the car.


d.  Guards or other security personnel will check the POV storage area not less than twice daily for signs of tampering, damage, or theft.


e.  POVs will be re-inventoried before being released to the owner.  The owner will sign a statement that relieves the unit of responsibility once he reclaims the property.


f.  Keys to POVs stored in the motor pool will be controlled IAW Appendix D, AR 190-51.

N-3.  Fuel tankers, loaded or empty, when parked in motor pools with proper spacing and grounding, do not present a “potential unacceptable hazard” as addressed in para 3-5e (2) (f), AR 

190-51.  Therefore, these vehicles will be secured by either installed commercial locking devices or by immobilizing the steering wheel as prescribed in para 3-5e (1) (a-d), AR 190-51.


a.  Fuel tankers, when parked in populated areas or immediately adjacent to an operational building or structure, do not need to be secured as stated in para 3 above, provided security measures found in para 3-14a (1-4), b and c, AR 190-51 are met.


b.  The unit commander may give the motor pool guard access to the ignition keys of secured tankers in motor pool.  This would enable the guard to drive the tanker in a straight line away from the scene of a fire or other emergency in the immediate vicinity of the tanker, even with the steering wheel immobilized.


c.  Keys to tactical vehicles will not be personally retained, with the exception of mission essential vehicles as determined by the commander.

GLOSSARY

AA&E
Arms, Ammunition, and explosives

ADP
Automated Data Processing

AHA
Ammunition Holding Area

AG
Adjutant General

AIS
Automated Information Systems

ASP
Ammunition Supply Point 

BRF
Back Up Response Force

CG
Commanding General

CID
Criminal Investigation Division 

COMSEC
Communication Security

DCA
Directorate of Community Activities

DCG
Deputy Commanding General

DOIM
Director of Information Management

DOL
Director of Logistics 

DOC
Director of Contracting

DPTM
Director of Plans, Training and Mobilization

DPW
Director of Public works

DRM
Director of Resource Management

DVQ
Distinguished Visitor Quarters

GC
Garrison Commander

HRP
High Risk Personnel

ICIDS
Integrated Commercial Intrusion Detection System

IDS


Intrusion Detection Systems

IPBO
Installation Property Book Office

MEVA
Mission Essential/Vulnerable Areas

MOS
Military Occupational Specialty


MSC
Major Subordinate Command

NAC
National Agency Check

OIC
Officer in Charge

OPCEN
Operation Center

OPSEC
Operation Security

PAF
Primary Alert Force

PCS
Permanent Change of station

PIC
Personal Identification Cipher


POC
Point of Contact

POL
Petroleum, Oil, Lubricants

POV
Privately Owned Vehicles

SAEDA
Subversion and Espionage Directed Against the Army

SCIF
Sensitive Compartmented Information Facility

SOP
Standing Operation Procedures 

SRT
Special Reaction Team 

SSO
Special Security Office


TOE
Term of enlistment; Table of  

  
Organization and Equipment 


USAR
U.S. Army Reserves
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