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Annex O (Intelligence and Security) to 7ID & FC Reg 525-3-3, Division Ready Brigade Operations

References. See Annex W. (References)

1. SITUATION. See Base Plan.

2. MISSION. See Base Plan.

3. EXECUTION.

a. Concept of the Operation.  This annex describes deployment actions, presents planning guidance, and provides information regarding deployment security.  It also establishes Emergency Deployment Readiness standards for personnel, documents, operations security, and intelligence requirements and focuses the contingencies necessary for DRB intelligence and security requirements. These security considerations must be incorporated into an overall security posture. This security posture will ensure that 7ID elements of 3BCT, 3 ACR, and/or 43ASG will process 3BCT through the FC Power Projection Platform to ensure that the Intelligence and Security Requirements during deployment are not compromised or jeopardized.


b. Support. The G2 and Installation Security Directorate (ISD) provides support to deploying units in the following areas of intelligence and security:



(1) Information (Document) Security Support.



(2) Serves as the single processing office between the Installation and the U.S. Army Personnel Central Clearance Facility (CCF) for clearances and Special Actions.



(3) Coordinates and processes all requests for courier orders and provides courier briefings.



(4) Provides counterintelligence support and threat briefings.



(5) Provides Foreign Disclosure Officer (FDO) advice & assistance.



(6) Assist the ACofS, G3 in developing Priority Intelligence Requirements (PIR) and Information Requirements (IR) related to pre-deployment operations. 



(7) Provide force protection information and serve as the Installation Force Protection Security Officer (FPSA), IAW AR 525-13 requirements.


c. Procedures.



(1) Information Security (Classified Document Handling).



(2) The unit will appoint in writing, a Security Manager who will assist the unit commander in executing responsibilities for maintaining the unit’s security posture.  The Security Manager will establish an effective security program.  The Installation Security Manager is the Chief, Installation Security Directorate (ISD).



(3) The Security Manager will appoint in writing, a Document Custodian and Alternate with responsibilities as outlined in AR 380-5, prior to deployment.



(4) When a unit deploys, a list of classified documents accompanying the unit will be prepared on DA Form 3964 in triplicate.  One copy will be maintained by the Classified Document Custodian, one copy by the unit’s higher headquarters (if located on Ft. Carson, either the ACofS, G2 or ISD), and one copy by another responsible member of the unit who is deploying with the unit, but not carrying the classified documents.



(5) Non-essential classified documents should be destroyed or transferred to the unit’s higher headquarters (On Fort Carson the G3 OPCEN, G2, or ISD).  These documents should be prepared for turn-in IAW AR 380-5, utilizing DA Form 3964.  Classified documents which do not accompany the unit and which can be destroyed will be disposed of IAW AR 380-5.



(6) The deploying unit must have an SOP that will have provisions in writing for safeguarding, storing, and emergency destruction and evacuation of classified documents accompanying the unit.  The provisions for destruction should be detailed IAW AR 380-5. 



(7) A list of personnel hand carrying classified material will be prepared in triplicate.  One copy will be maintained by the unit security manager, one copy by the movement security officer, and one copy sent to G2 or ISD.  All documents transported will be double-wrapped in envelopes and marked IAW AR 380-5.  Classified documents will be transported in government vehicles only.



(8) Security Containers.  The unit Security Manager will attach a statement certifying that safes are empty and factory combination were set to 50-25-50.


d. Personnel Security.



(1) Unit commanders will establish a Personnel Security Program (PSP) that determines individuals’ need-to-know, eligibility and reporting of derogatory information.  The PSP will ensure that individuals have proper security clearances and access to perform required missions, and in accordance with there MOS and the unit’s MTOE. 



(2) The unit S2 will implement access rosters.



(3) Emergency request for filler personnel should identify security clearance requirements.



(4) The unit S2 will identify additional MTOE positions that will require access to classified information upon deployment.



(5) The unit S2/Security Manager should submit a priority request DA Form 5247-R to G2 or ISD for all pending security investigations that need to be processed immediately, this includes:




(a) Sensitive Compartmented Information (SCI) nominations.




(b) One time SCI Read-Ons.




(c) Special Access Programs (SAP) request.



(6) Personnel who are non-deployable, but have had access to information concerning a classified deployment operation will be debriefed.  Debriefings of SCI indoctrinated and SAP personnel will be coordinated with SSO Fort Carson or SAP Manager.


e. Operational Security (OPSEC). 



(1) Unit commanders will establish an effective OPSEC program that denies the enemy access to vital and sensitive information.  The OPSEC officer will be appointed in writing.  The G2 or ISD supports units’ OPSEC programs by providing and assisting with the following:



(2) Get, evaluate, and provide information on threat intelligence capabilities and provide threat analysis.



(3) Advise and assist the ACofS, G3 and designated OPSEC Officer regarding protective measures 



(4) Provide multidiscipline counter-intelligence threat assessments, threat awareness, and intelligence briefings in support of Fort Carson, 7ID elements of 3BCT, 3ACR, and/or 43ASG to process 3BCT through the FC Power Projection Platform as required and/or within capabilities.



(5) Assist S2’s who lack SIPRNET access with preparation of AOR threat briefings for their deployment personnel.



(6) Conduct threat briefings for personnel assigned to low density tenant units lacking organic intelligence staff support.



(7) Assist in preparing and conducting AT Travel Briefings for unit deployments.


f. Essential Elements of Friendly Information List.  Units will develop an Essential Elements of Friendly Information (EEFI) list for all deployment operations (see below EEFI), which will be published in their Operations Plan.  EEFI are certain items of information that could give the enemy an advantage by reducing the effectiveness of friendly operations or downgrading the security of friendly forces.  Each individual must comply with unit security measures designed to protect defense information from unauthorized disclosure or compromise.  EEFI for deployment operations are:



(1) Unit destinations.



(2) Deployment schedules.



(3) Mode(s) of transportation.



(4) Ports of embarkation.



(5) Ports of debarkation.



(6) Deployment routes.



(7) Unit strengths and weaknesses.



(8) Unit organization.



(9) Unit mission.



(10) Special or peculiar equipment requirements.



(11) Personnel and equipment shortages.



(12) Identification of commanders or key figures.



(13) Level of training and morale.


g. Release of Information to the Media. 



(1) The Public Affairs Office (PAO) is the release authority for information to be released to civilian news media.  Requests for information will be referred to the Media Relations Section, Public Affairs Office.  The PAO will coordinate all releases with G2 or ISD and public affairs personnel at higher headquarters.  The following are restrictions on the release of information:



(2) Statements concerning the unit's mission will not be made, except through properly cleared announcements, to members of the news media or personnel outside military channels.



(3) Soldiers will not discuss or release any information regarding the purpose, time, route, or destination of the unit being deployed to their friends, family, or any other person not assigned to the unit.



(4) Soldiers will not discuss deployment information over the telephone or other non-secured communication devices.  The unit will use courier and messenger whenever possible.



(5) Visitors will not be allowed access to staging areas.


h. Reporting of Incidents and Events.



(1) Units that become aware of reportable incidents or events are requested to report all available facts through command channels to the G2, ISD, or 902MID.  Reportable events may be related to specific Essential Elements of Friendly Information (EEFI), protest activity, espionage, sabotage, or any other information that might affect the command or unit mission.  Reports will be submitted in a timely manner.  Follow-up reports will be submitted as the situation develops.  Transmission of reports will be by the most expeditious means consistent with security requirements and the urgency of the situation.



(2) General intelligence received in this headquarters from those reports may be the basis for major tactical and/or strategic decisions; therefore, it is imperative that the most accurate and current information be reported.  Commands concerned should report information immediately, even though it might be incomplete or not verified.  When such information is reported, a statement as to the lack of confirmation should be included.

4. SERVICE SUPPORT. See Base Plan

5. COMMAND AND SIGNAL. See Base Plan

APPENDICES:
1 Processing Personnel Security Clearances





2 Security Manager Responsibilities





3 Top Secret Control Officer (TSCO) Responsibilities





4 Storage of Classified Material





5 Transportation of Classified Material





6 Transmission of Classified Material





7 Destruction of Classified Material





8  Priority Intelligence Requirements (PIR)

1. Requests for personnel security investigations will be limited to those required to accomplish

the unit’s wartime mission.  Proper planning must be effected to ensure that investigative requests are submitted sufficiently in advance to allow completion of the investigation before the time it is needed.

2. Prior to submitting a security clearance packet for processing to Security Clearance Processing Center (SCPC), Installation Security Directorate (ISD), the S2/Security Manager will complete the following:


a. Verify individual’s citizenship status (only US citizens will be processed).


b. Review 201 file for clearance status or conduct a status check with the Central Clearance Facility (CCF).  This is done by calling the Defense Central Index of Investigations (DCII) terminal at CCF (DSN 923-7075, 76, 77, 78).  Prior to calling CCF, have available a valid UIC, the subject’s last name, first initial, social security number and BASD. 



(1) If it is determined through the DCII check or 201 file review that subject has a completed investigation, but a clearance was never granted; the S2/Security Manager will submit a DA Form 5247-R (Request for Security Determination) through SCPC, ISD, requesting a clearance be granted and a DA Form 873 be forwarded to ISD.



(2) S2/Security Managers will submit appropriate security clearance packets to ISD when it is determined that:




(a) There is no record of clearance in his/her personnel file or thru DCII channels.




(b) Subject’s investigation has expired (see Period Reinvestigation (PR) for exceptions).




(c) A prior investigation completed on subject is insufficient to grant subject the higher level of clearance required.




(d) Provide the subject with appropriate forms to complete (EPSQ) and review the packet for completion prior to submitting it to SCPC, ISD.  Within 72 hours of receipt of packet, ISD will schedule an appointment for interview through the S2/Security Manager who will provide date/time to subject.

3. Personnel Security Investigation (PSI) packets.  The following is a list of forms for Personnel Security Investigation (PSI) packets and required enclosures.


a. SINGLE SCOPE BACKGROUND INVESTIGATION (SSBI) (Initial TOP SECRET)  Replaced Special Background Investigations (SBI) and Background Investigations (BI).


b. Request for Appointment Memorandum (can be obtained from ISD) (See Tab A).


c. SF 86 (Questionnaire For National Security Positions) dated September 1995 Edition.  Subjects will cover the last 7 years, unless otherwise noted per instructions on the form, but should not furnish information prior to their 16th birthday on any item.  For an initial SSBI, or for one that has expired, the subject will cover the last 10 years.


d. DD Form 1879 (Request for Personnel Security Investigation).  The front page is to be left blank except for name (LAST, first, full middle names), and social security number.  Item 20 only, on the reverse page, is completed by the subject’s supervisor.


e. FC Form 18 (Local Record Check for Issuance of a Security Clearance).  S2/Security Managers will conduct these 3 checks prior to submission of security clearance packets:


f. Personnel Record Check (201 File Check) (check completed by S2/Security Managers Office).


g. Military Police Records Check (Provost Marshall’s Office).


h. Medical Record Check. (Completed by TMC/Medical Personnel).


i. DD Form 258 ( 2x) (Applicant Fingerprint Card) - provided by SCPC, ISD.



NOTE:  If subject was born outside the United States, also submit copy of documents verifying US citizenship status.

4. PERIODIC REINVESTIGATION (TOP SECRET-PR) (7 years) or SECRET PERIODIC REINVESTIGATION (S-PR) (7 years).


a. Forms are the same as for an SSBI and NAC, complete according to instructions (fingerprint cards are not required).


b. SF 86 (Questionnaire For National Security Positions) dated September 1995 Edition.



NOTE:  TS clearances expire after 5 years and require a periodic update.  The command will determine if individual still requires the clearance or access.  

5. NATIONAL AGENCY CHECK (Initial SECRET).


a. Request for Appointment Memorandum.


b. SF 86 (Questionnaire For National Security Positions) dated September 1995 Edition.  Subjects will follow instructions on SF 86 on items, but should not furnish information prior to their 16th birthday. 


c. DD 258 (Provided by SCPC, G2/IS)

6. Granting Interim Clearances.


a. An interim security clearance is a security clearance based on the completion of minimum investigative requirements, which is granted on a temporary basis, pending the completion of the full investigation requirements.


b. For all interim clearances, the appropriate investigative paperwork must be submitted.  Favorable local record checks, Request for Appointment memorandum (with packet) or DA Form 5247-R, and a valid need to know by the soldier must be substantiated prior to requesting an interim security clearance from ISD.  ISD will review the paperwork and if there is a valid need for the interim (and CCF confirms that an interim can be granted), ISD can grant an interim clearance up to 180 days.  If an interim is needed for a longer period of time, a new request may be made after the interim expires, but new local record checks will be needed.  Local record checks will not be acceptable if they are over 30 days old.


c. REMEMBER:  An interim should always be the exception, not the rule.  Good prior planning will prevent the need for most interims.   ALSO:  Although most other installations will, Interims issued by Ft. Carson do not have to be honored by other installations. 

TABS:   A Request for Appointment Memorandum.



B Completion Instructions for DA Form 5247-R



C Completion Instructions for DA Form 5248-R



D Sensitive Compartmented Information (SCI) Nomination & Special Access Programs (SAP)

UNIT:____________
DATE:__________

MEMORANDUM FOR:  Security Clearance Processing Center (SCPC)

SUBJECT:  REQUEST FOR APPOINTMENT TO PROCESS PERSONNEL SECURITY CLEARANCE/ INVESTIGATION

1.  Request (Rank, Name, SSN) ___________________________________________________________________ 

be given an appointment for processing (Type Clearance/ Investigation)___________

Justification for this request is as follows:


 a._____MOS (Identify MOS)___________requires a security clearance.


b._____Duties require access to classified defense information at the level identified in paragraph 1.


c._____Requires special access (identify, e.g., SCI, Nuclear/Chemical PRP, Presidential Support, etc.) ________


d._____Assignment to a "Critical-Sensitive" position (Civilians).


e._____Assignment to a "Noncritical-Sensitive" position (Civilians).


f._____Levy requirement for PCS.  *NOTE:  LEVY NOTIFICATION SHEET MUST BE ATTACHED TO THIS REQUEST.

g._____For school.  IDENTIFY THE MOS AND AUTHORITY FOR TRAINING, 


____________________________________


h._____PERIODIC REINVESTIGATION (PR).  Check the appropriate category.



(1)_____Access to Sensitive Compartmented Information (SCI) or TOP SECRET information.



(2)_____MOS, refer to AR 611-201 (Enlisted), AR 611-101 (Officer), and AR 611-112 (Warrant Officer) to determine specialties with TOP SECRET or SCI access requirements.    *NOTE:  Even if the soldier DOES NOT currently require access to SCI or TOP SECRET or may be temporarily working in an alternate career specialty, they MUST update their Periodic Reinvestigation.



(3)_____Civilians in positions designated as Critical-Sensitive.



(4)_____Individuals assigned to Presidential support activities.

2.  INTERIM security clearance (IS) (IS NOT) required.  Justification for the INTERIM  clearance is as follows:________________________________________________________________________.

3.  MEDICAL RECORDS CHECK was conducted on (date)_________.  Attach copy of FC Form 18.

4.  US citizenship HAS BEEN verified by the S2 by a review of:


(1)  Birth certificate:  _______


(2)  Form 2-A/ORB:  _______


(3)  Naturalization:________  Naturalization No.:_____________  

Date: _______  District Court: _____________________________  State: ________  

REMARKS:_____________________________________________________________________

_______________________________________________________________________________

SIGNATURE OF S2/SECURITY MANAGER:  ______________________________

1. It is the responsibility of the S2/Security Manager to submit DA Form

5247-R’s to Security Clearance Processing Center (SCPC), ISD, after determining a need for a security clearance based on a favorably completed investigation.  It is the S2/Security Manager’s responsibility to make any necessary telephone calls to the DCII terminal at Central Clearance Facility (CCF) to determine clearance status of his/her personnel.

2. It is SCPC, ISD’s responsibility to forward DA Form 5247-R’s to CCF and to notify S2/Security Managers of CCF's response.  If CCF's response is to send a DA From 873, Certificate of Clearance and/or Security Determination; SCPC, ISD will forward it to the Fort Carson Civilian Personnel Advisory Center (civilian), Officer Records Branch or Enlisted Records Branch, as appropriate, for enclosure into the Official Personnel Record jacket.

3. It is CCF's responsibility to issue final clearances and provide SCPC, ISD with DA Form 873’s or green mailers stating status of security investigations/clearances.

4. The DA Form 5247-R may be used to:


a. Request CCF issued DA Form 873s to be placed in the official personnel folders.


b. Request TOP FEED updates. (Attach to the DA Form 5247-R a current copy of DA Form 873 and DA Form 2A/2B).


c. Request green mailers for SCI nominations.


d. Inform CCF of a change in name; requesting a DA 873 be issued under the new name. (Attach name change documents, i.e., marriage certificate.)


e. Request derogatory files be read and that CCF make a determination on subject's eligibility to receive a security clearance.


f. Request adjudication of a closed investigation.

5. Instructions for completing DA From 5247-R.


a.  Block 1.  List the following address; as all CCF responses must be forwarded to SCPC, G2/IS:



Chief ISD



Bldg. 1130, ATTN: AFZC-IS



Fort Carson, CO 80913-5000


b.  Block 2.  Use ISD UIC (only for 5247-R and 5248-R).


c.  Block 3.  This is for the SSO only.  Do not complete.


d.  Block 4.  Subject's social security number.


e.  Block 5a.  Subject's name (Last, First, MI).


f.  Block 5b.  Aliases or Former Names used by Subject.


g.  Block 6a.  Subject's date of birth.


h.  Block 6b.  Subject's place of birth.


i.   Block 7a.  Subject's rank.


j.  Block 7b.  Subject's status (choose from block 19 of the DA Form 5247-R).


k.  Block 8a.  Subject’s MOS.


l.  Block 8b.  Subject’s Active duty date.


m.  Block 8c.  Subject’s current unit of assignment.  If the clearance is being requested due to Permanent Change of Station (PCS) orders, provide the unit subject is being assigned to.


n.  Block 9.  Review current investigation status and request a clearance be granted at the appropriate level.  If requesting something besides a clearance, check OTHER and provide reason, i.e. name change, up-date CCF database, etc.


o.  Block 10. If clearance information is known, list the type of investigation, date investigation closed, clearance level and date clearance was granted.  If this information is not known, state UNKNOWN.


p.  Block 11a.  Verify citizenship by reviewing birth certificate, passport, Certificate of Naturalization, Certificate of Birth Born Abroad of US Parents.  If subject was born outside the United States, please provide a copy of the document used to verify citizenship for submission to CCF as an attachment to the DA Form 5247-R.  A copy of the naturalization certificate may be made for this purpose even though it is stated on the certificate that copies are not allowed to be made.


q.  Block 11b.  Document used in verifying Subject’s citizenship.


r.  Block 11c.  Subject’s spouse’s country of origin.


s.  Block 11d.  Subject’s spouse’s current citizenship.


t.  Block 12.  Check appropriate block.  If derogatory information was found during LFC, include information in remarks (item 15) below.  A separate sheet of paper may be used for continuation.  Include Subject’s name, SSN, DOB and POB on all continuation sheets.


u.  Block 13.  The date DIS investigation was submitted, (YYMMDD) year, month, day.  This block is mandatory, so do not leave it blank. Ensure that the correct date is entered.


v.  Block 14.  List all enclosures, i.e. name change documents (marriage certificate, etc.).


w.  Block 15.  Use this space to state the reasons for the request.  Even though the reason may have been listed in block 8, it still needs to be listed here because this is the first place that CCF will look to see what is being requested.  Paragraph 3 above, lists some reasons for using the DA Form 5247-R.


x.  Block 16.  (Self-explanatory).


y.  Block 17.  Unit Security Manager or designee identifying data.  Include the unit's name in this block along with the telephone number.  This will assist G2/IS in forwarding CCF's responses to the appropriate security office.


z.  Block 18.  Signature (The form may be signed by the S2/Security Manager or assistant).

NOTE:  DA Form 5247-R refers to AR 604-5.  However this Army regulation is no longer used.  AR 380-67 has superseded it.  The form remains in effect.

1. S2/Security Manager must report, via DA Form 5248-R, (REPORT OF UNFAVORABLE INFORMATION FOR SECURITY DETERMINATION), credible derogatory information that falls within the scope of paragraph 2-200, AR 380-67, on members of his or her unit.

2. The DA Form 5248-R will be forwarded to SCPC, G2 or IS, through the unit commander.

3. DA Form 5248-R must be submitted in a timely manner.  If access to classified defense information is suspended due to the seriousness of the derogatory information, DA Form 873 (CERTIFICATE OF CLEARANCE AND/OR SECURITY DETERMINATION) must be withdrawn from the subject's personnel file and forwarded as an enclosure.

4. Follow-up reports are required every 90 days until completion of any action regarding the subject (civil court, court-martial, discharge etc.).  A final report must be submitted upon completion of all action(s) and include a commander's recommendation regarding the subject's suitability for access to classified defense information and a copy of any pertinent documentation (UCMJ punishment, civil court action, PCS or discharge orders, etc.). Remember that many military subjects are separated from active duty and reassigned to a USAR Control Group, thereby remaining affiliated with Department of the Army and requiring continued action by the Commander, Central Clearance Facility.

5. Commanders should not delay any contemplated personnel action while awaiting final action by CCF.

6. If the local personnel file fails to reveal the existence of a security clearance, commander must still report credible derogatory information.  Only a “final” DA Form 5248-R is required which should contain all available information and disposition of the offense.

1. Sensitive Compartmented Information.  Request for SCI support will be coordinated directly with Ft. Carson Special Security Office (SSO), which is located in Bldg. 1550.  Ft. Carson SSO will assist units deploying with the following SCI functions:


a.  Conduct SCI security briefings, indoctrinations and debriefings.


b.  Official channel for passing SCI access certifications.


c.  Storage of SCI or SAP material.


d.  Obtaining SCI courier orders (CONUS/OCONUS).


e.  Provide assistance and guidance on establishing Field or Tactical SCI facilities.


f.  Assist in establishing a Defense Courier System (DCS) Account.


g.  Requesting Compelling Needs for individuals without proper clearance.


h.  Requesting Green Mailer.

2. Special Access Programs (SAP).  Special Access Programs (SAP) security measures and protection of material will be determined by the SAP manager and IAW AR 380-381.


a.  Security manager will be appointed in writing for each SAP and act as the adviser to the proponent for decisions related to initial classification, downgrading, declassification and upgrading of SAP material.


b.  G2/IS provides advice and assistance to the SAP program manager.

1. FUNCTION.  The Security Manager shall be responsible for the administration of an effective local Information and Personnel Security Program.

2. APPOINTMENT.  The Security Manager will be appointed by the Commander in writing.  Security Managers may be any Commissioned Officer, Warrant Officer, Non-Commissioned Office in grade E-7 or above, or any Department of Defense Civilian in grade GS-7 or above.

3. RESPONSIBILITIES.  The Security Manager will:


a.  Act as advisor to the Commander on personnel security matters.


b.  Keep the Commander abreast of personnel security policy changes.


c.  Maintain Access rosters on assigned personnel.


d.  Inform Commanders, supervisors and individuals of the status of their clearances, including administrative downgrades/terminations, suspensions, denials, or revocations.


e.  Initiate requests for security clearances or personnel security investigations.


f.  Assist personnel in completing applicable investigative forms and other personnel security related matters.


g.  Develop a system to ensure quality control of paperwork to avoid costly delays caused by paperwork being returned for correction.


h.  Establish internal procedures and controls to ensure PR requirements are met.


i.  Suspend access to classified information, when appropriate (report such to Installation Security).


j.  Report any credible derogatory information through Personnel Security Investigations Division, to Central Clearance Facility and monitor any follow-up actions (through Installation Security).


k.  Develop a suspense system to follow-up on clearance actions that have been submitted.


l.  Maintain Position Sensitivity Roster on Department of the Army civilians employed in the activity.


m.  Establish procedures to ensure that personnel indoctrinated for special programs (e.g., ATOMAL and NATO) report to the appropriate location for debriefing prior to departing the command.

1. FUNCTION.  Top Secret Control Officers (TSCO) and alternates shall be responsible for receiving, dispatching, and maintaining accountability registers of Top Secret documents.

2. APPOINTMENT.  TSCOs will be appointed on the basis of experience and reliability.  Individual must be in the grade of GS-07 or higher or E-7/SFC or higher, and possess a Top Secret security clearance.

3. RESPONSIBILITIES.  TSCOs or their alternates will:


a.  Maintain a record of each person who is authorized access to Top Secret information.


b.  Maintain a current accountability for all Top Secret material.


c.  Ensure TSCOs and alternates conduct 100 percent accountability of Top Secret material when relieved of their responsibility.


d.  Maintain lowest number of Top Secret documents possible consistent with current requirements.  Destroy Top Secret reading files and notes when practicable.  Ensure annual review of all record copies of Top Secret documents for possible destruction, downgrading, declassification, or retirement.


e.  Conduct a monthly 10 percent inventory of Top Secret holdings, by the tenth of each month.  An annual 100 percent inventory will be conducted by the TSCO and a disinterested party.  The disinterested party must have a TS clearance.


f.  Reference Chapter 7, Section 3, AR 380-5 for Top Secret Control Officer responsibilities.

1. Classified information that is not under the personal control and observation of an authorized person will be guarded or stored in an authorized security container.

2. Filing cabinets or safes that have been approved by the General Services Administration (GSA) for storage of classified material are listed in the Federal Supply Schedule.

3. Storage requirements vary according to the classification of the material to be stored.  Container procedures and requirements are as follows:


a. For identification purposes, each container will have an external marking indicating an assigned number or symbol.  This number or symbol will be permanently affixed in the upper right corner on the front of the top container drawer, and will be recorded in block 5, SF 700.


b. There will be no external markings to indicate the level of classified information authorized to be stored therein.


c. There must be a label affixed stating that the container is approved by the GSA.  Immediately contact G2/IS for an inspection if your container does not have this label.


d. Security filing cabinets conforming to GSA specifications bear a Test Certification Label on, or in, the locking drawer, attesting to the security capabilities of the container and lock.

4. Once you have examined the container and ensured that it meets GSA standards, you are ready to set the combination(s).  Only individuals having an appropriate security clearance and knowledge should change the combination to the security container.  ALWAYS test the new combination at least THREE times with the locking drawer in the OPEN position before closing the door and actually locking the container.


a.  Randomly select combinations with no set pattern.


b.  Always memorize your combinations.


c.  DO NOT write combinations on your desk calendar, desk drawer, or carry them in your purse or wallet.


d.  Change container combinations ASAP but NLT 24 hours after the following circumstances:



(1)  When placed in use.



(2)  At least every 12 months.



(3)  At least once every 6 months when NATO information is stored.



(4)  Upon possible compromise of combination or container.



(5)  When removed from service.

5. When a container is placed in storage or transferred, the following procedures will be followed:


a.  Post a notice that the container will not be used for storage of classified information on the outside of the container.


b.  The container will be inspected for classified.


c.  The container combination must be reset to the standard 50-25-50.


d.  Combination locks with a 3-position dial will have the combination set at 10-20-30 when stored or transferred.

6. Once it is determined that the security container is GSA approved and who can set the combination, the next step is recording the combination and the names of those who have access to the combination:


a.  A Standard Form 700 (Classified Container Information Form) is kept for all security containers and padlock combinations.  SF 700 will be used to record the following:



(1)  Location of the container.



(2)  Name, Address, and Phone number of individuals who know the combination.



(3)  Combination.



(4)  Classification Level.


b.  Part 1, SF 700 is used to identify specific individuals to be contacted if container is found open and unattended.  This Part 1 is attached to the inside front of the container-locking drawer.  Part 2, SF 700 is used to identify the specific location of the container and to list those individuals who know the combination and who are authorized access to Parts 2 and 2A.  Part 2 is the envelope; Part 2A is placed in the envelope.


c.  Part 2A, SF 700 is the end flap where the actual combination is recorded.



(l)  Mark Part 2 and Part 2A with the highest classification stored in that container.



(2)  Detach Part 2A and place it inside Part 2, which is the envelope, and seal.



(3)  NEVER store the SF 700 in the container to which it belongs.


d.  In addition to the SF 700, the SF 702-101 (Security Container Check Sheet) will be used for security container check purposes.  The SF 702-101 is:



(1)  Used to record date/time opened, closed, and checked.  Each event requires initials of individual performing particular action.



(2)  Displayed on each security container.



(3)  Retained 24 hours after the last entry.

NOTE:  It is FORSCOM Policy that NO OTHER PAPERS other than the SF 702 and the emergency plans be placed on top of a security container. (This will help to ensure that no classified is accidentally left unsecured).

7. If a security container is found unlocked and unattended, the discoverer will stay with the container.  The discoverer will ensure that the container is not disturbed or locked, and immediately contact one of the individuals listed on Part 1 of the SF 700.  If no one on the SF 700 can be contacted, try the Security Manager or Staff duty officer or Commander.

8. Storage/safekeeping of classified documents should include preventing unauthorized access when they are removed from the storage container.  The following precautions and requirements apply:


a.  Never leave documents uncovered or unattended.


b.  Always use cover sheets.


c.  Conspicuously mark folders or files.


d.  Never “DROP OFF” classified.


e.  Only use in authorized areas.

9.  REMEMBER:  Perfect or absolute security can never be attained.  No object is so well protected that it cannot be stolen, damaged, destroyed or observed by unfriendly or unauthorized persons.  The purpose of physical security of classified is to make access so difficult that an intruder will hesitate to attempt penetration.  Security must be built on a system of defense in depth.  Each person is directly responsible for safeguarding classified defense information in their possession.

1. Transportation of classified information depends on the level of classification, just as control and accountability does.  There are specific methods and safeguards required for transporting or hand-carrying classified material, with the most restrictive measures applying to the transportation of TOP SECRET material.

2.  PROCEDURES.  

a.  Hand-carrying classified material will be as a last resort.  Every possible authorized option for the transmission of classified material will be exhausted prior to requesting approval to hand-carry classified material.


b  Written authorization for hand carrying classified material is the DD Form 2501 (Courier Authorization Card).  The courier card is serially numbered and issued by the Security Manager.  Courier cards are valid for two years from date of issue, and are an accountable item.  Any individual designated as a courier will have a valid DD Form 2 or other DOD picture identification card and a DD Form 2501 or letter of authorization in their possession at all times when transporting classified material.  NOTE: Courier cards/orders are NOT a blanket authorization to randomly transport classified material. (Note:  Not all FORSCOM Installations recognize 2501’s)


c.  Hand carrying classified material aboard a commercial aircraft CONUS/OCONUS.  The Department of Defense has approved an Army-wide exception to policy regarding hand carrying of classified information on commercial airlines.



(1)  Forces Command (FORSCOM) has authorized Ft. Carson  Installation Security Directorate (ISD) authority to review and approve requests for hand-carrying classified information CONUS/OCONUS on commercial airlines.



(2)  Hand-carrying classified material will be approved in emergency or urgent situations only.



(3)  A Letter of Authorization to hand-carry classified on a commercial aircraft is required.  Other documents required include a CONUS/OCONUS Hand-carry Request Form (Tab A), Briefing for Couriers Authorized to Hand-carry/Escort Classified Material (Tab B), and a Courier Certificate (Tab C).

TABS:   A CONUS/OCONUS Hand-Carry Request Form



B Briefing for Couriers Authorized to Hand-Carry/Escort Classified Material



C Courier Certificate

PART ONE: SUPPORTING INFORMATION:

UNIT/ACTIVITY MAKING REQUEST:___________________________________________________________________

DATE REQUEST SUBMITTED:_________________________________________________________________

INDIVIDUAL(S) TO BE DESIGNATED AS COURIER:

NAME:_________________________RANK:_______SSN:______________CLEARANCE_________

NAME:_________________________RANK:_______SSN:______________CLEARANCE_________

PROPOSED DATE(S) OF HAND-CARRY MISSION: ____________________________________________________________________________

CLASSIFICATION OF MATERIAL: ____________________________________________________________________________

DESCRIPTION OF MATERIAL: ____________________________________________________________________________

DEPARTURE POINT: _____________________DESTINATION:________________________

INTERMEDIATE OVERNIGHT STOPS: ____________________________________________________________________________

JUSTIFICATION FOR MISSION: __________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

JUSTIFICATION FOR RETURN MISSION (if any): __________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

AIRLINE SCHEDULE:

DEPARTURE POINT 
 
TIME 

FLIGHT NUMBER 

ARRIVAL POINT      
TIME

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

STORAGE ARRANGEMENTS: __________________________________________________________________________________


DURING OVERNIGHT STOPS IN ROUTE: __________________________________________________________________________________


AT DESTINATION: __________________________________________________________________________________

1. As a designated courier of classified material, you are authorized to hand-carry or escort material while in a travel status between your duty and TDY stations.  In some situations, you may not have actual access or specific knowledge of the information you are carrying.  However, when you receive material in a sealed envelope or other container, you become, as defined in AR 380-5, the custodian of that information.

2. All military personnel and DA civilian employees are subject to Title 18, United States Code, which deals with unauthorized release of national security information; however as a courier, you are solely and legally responsible for protection of the information in your possession.  This responsibility lasts from the time you receive it until it is properly delivered to the station, agency, unit, or activity listed as the official addressee.

3. The intent of this briefing is to help you become familiar with your responsibilities as a courier, duties as a custodian, and the security and administrative procedures governing the safeguards and protection of classified information.  You must be familiar with the provisions of AR 380-5, DA Information Security Program Regulation and FORSCOM Supplement thereto, with special emphasis on the following areas:


a.  Access.  You will be given delivery instructions for the material when it is released to you.  Follow those specific instructions given and seek assistance from a responsible official (activity security manager) if you are unable to do so.  Dissemination of classified material is restricted to those persons who are properly cleared and have an official need for the information.  No person has a right or is entitled to access of classified information solely by virtue of rank or position.  To help prevent unauthorized access and possible compromise of material entrusted to you, it must be retained in your personal possession or properly guarded at all times.  You will not read, study, display, or use classified material while in public places or conveyances.


b.  Storage.  Whenever classified information is not under your personal control, it will be guarded or stored in a GSA approved security container.  You will not leave classified material unattended in locked vehicles, car trunks, commercial storage lockers, storage compartments in the passenger section of commercial airlines, or while aboard trains, or buses.  You will not store the material in detachable storage compartments such as trailers, luggage racks, or aircraft travel pods.  You will not pack classified items in regular checked baggage.  Retention of classified material in hotel/motel rooms, or personal residences, is specifically prohibited.  Safety deposit boxes provided by motel/hotels do not provide adequate storage for classified material.  Advance arrangements for proper overnight storage at a U.S. Government facility or, if in the United States, a cleared contractor’s facility is required prior to departure.  Arrangements are the responsibility of the activity authorizing the transmission of classified material.


c.  Preparation.  Whenever you transport classified information, it must be enclosed in two opaque sealed envelopes, similar wrappings, or two opaque sealed containers such as boxes or other heavy wrappings without metal bindings.  A briefcase, when used, will not serve as an outer wrapping or container.  The inner envelope or container shall be addressed to an official government activity (as if for mailing), stamped with the highest classification and placed inside the second envelope or container.  The outer covering will be sealed and addressed for mailing (in event of emergency) to the government activity.  Proper preparation is the responsibility of the activity authorizing transmission.  Do not accept improperly prepared material for transmission.  Receipts will be exchanged when and if required.  No security markings will be put on the outer envelope.


d.  Hand-carry.

(1) The written authorization memo and your DD Form 2501 (Courier Authorization Card)

should ordinarily permit you to pass through passenger control points within the U.S. without the need for subjecting classified material to inspection.  Except for customs inspection only, airports 

have established screening points to inspect all hand-carried items.  If you are carrying classified material in envelopes, you should process through the ticketing and boarding procedures in the same manner as other passengers.



(2)  When the sealed envelopes are carried in a briefcase (carry-on-luggage), it shall be routinely offered for inspection for weapons.



(3)  The screening official may check the envelope by X-ray machine, flexing, feel, weight, etc., without opening the envelope.  If the screening official is not satisfied with your identification, authorization statement, or envelope, you will not be permitted to board the aircraft and are no longer subject to further screening for boarding purposes.  Do not permit the screening official to open envelopes or read any portion of the classified document as a condition for boarding.


e.  Escorting.  



(1)  When escorting classified material that is sealed in a container and too bulky to hand-carry or is exempt from screening, prior coordination is required with the Federal Aviation Authority (FAA) and the airline involved.  This coordination is the responsibility of the approving authority.  You will report to the airline ticket counter prior to starting your boarding process.  You will be exempt from screening.  If satisfied, the official will provide an escort to the screening station and exempt the container from physical or other type inspection.  If the official is not satisfied, you will not be permitted to board and are no longer subject to further screening.  The official will not be permitted to open or view the contents of the sealed container.



(2)  The actual loading and unloading of bulky material will be under the supervision of a representative of the airline; however, you or other appropriately cleared persons shall accompany the material and keep it under constant surveillance during the loading and unloading process.  Appropriately cleared personnel will be available to assist in surveillance at any intermediate stop when the plane lands and the cargo compartment is to be opened.  Coordination of assistance in surveillance is the responsibility of the activity authorizing the transmission of the material.

4.  Our primary concern is the protection and safeguarding of classified material from unauthorized access and possible compromise.  Security regulations cannot guarantee the protection of classified information nor can they be written to cover all conceivable situations.  They must be augmented by basic security principles and a common sense approach to protection of official national security information.

5.  You are reminded that any classified instructions you receive must also be protected.  Do not discuss verbal instructions with anyone after you have delivered the material, do not talk about where you were, what you did, or what you saw.

6.  If you have questions at any time concerning the security and protection of classified and sensitive material entrusted to you, contact your staff agency security manager, Installation Security Directorate, Ft. Carson (526-0561/3588),  or the Security Countermeasures Branch, Counterintelligence and Security Division, Directorate of Intelligence, G2, HQ FORSCOM. (404) 464-6070.

COURIER CERTIFICATE
As a designated courier of classified material, I _____________________________________________

SSN:________________________received a briefing on  ____________________.  The briefing outlined my responsibilities as a courier; duties as a custodian; and the safeguard and protection of classified information.  I am cognizant of the provisions and restrictions imposed by Chapter VIII, AR 380-5; and intend to comply unless prevented by an outside force which I cannot control.  I fully understand that I must not jeopardize my life or the lives of others when protecting the classified material in my trust; however, I will comply with the regulatory requirements.

The classified material to be transported is not available at my destination.  There is neither time nor means available to move the information in the time required to accomplish operational objectives or contract requirements.















______________________________________















______________________________________















______________________________________

1  TRANSMISSION OF TOP SECRET information shall only be by:


a. Defense Courier Service (DCS).


b. Cryptographic system authorized by Director, NSA.


c. Cleared and designated U.S. Military personnel or Government civilian traveling on conveyance owned, controlled, or chartered by U.S. Government or DOD contractors; or scheduled commercial passenger aircraft within and between United States, its Territories, and Canada when approved IAW AR 380-5, paragraph 8-303a, 8-303b.

2. TRANSMISSION OF SECRET/CONFIDENTIAL information shall only be by:


a. Any means approved for transmission of TOP SECRET except that SECRET information may be introduced into the DCS only when such information cannot be otherwise maintained in U.S. custody.  This restriction does not apply to SCI and COMSEC.


b. Appropriately cleared contractor employees within United States and it Territories.


c. U.S. Postal Service registered mail if within and between the U.S. and its territories, and going to any APO or FPO.  U.S. Postal Express or Federal Express (FEDEX) may be used.


d. U.S. postal Service and Canadian registered mail with registered mail receipt between U.S. Government and Canadian Government installations in the United States and Canada.


e. Any government or government contracted vehicles, ships, and planes.

1. PROCEDURES.


a. Classified documents and material shall be destroyed by Burning, Melting, Chemical Decomposition, Pulping, Pulverizing, or Cross-Cut Shredding; to preclude recognition or reconstruction of the material.


b.  Burning in all cases is the preferred method of destroying.


c.  Classified waste material, such as handwritten notes, carbon paper, typewriter ribbons, and working papers must be protected to prevent unauthorized disclosure of the information and destroyed when no longer needed IAW AR 380-5.


d. Procedures will be in place that ensures the proper destruction of classified information.  Destruction record and implementation of a two-person rule (two cleared persons involved in the entire destruction process) will satisfy this requirement for Top Secret information.  Implementation of a two-person rule, without destruction records, will satisfy this requirement for Secret information.  Only one cleared person needs to be involved in the destruction process for Confidential information.


e. When burn bags are used for the collection of classified waste, bags will be controlled IAW AR 380-5 to prevent the unauthorized removal of the bag or its contents prior to actual destruction.  When filled, burn bags will be sealed in a manner that will facilitate the detection of any tampering with the bag.


f. Destruction of Top Secret information is recorded on DA Form 3964.


g. No destruction record (DA Form 3964) is required for Secret or Confidential information, except for NATO Secret.


h. Call Installation Security Directorate (6-3588 / 5733) for the destruction of magnetic media and ADP systems and general assistance with destruction.

2. DEPLOYMENT OR EMERGENCY SITUATION.  Destruction of classified material during deployment or emergency situations will be accomplished as follows:


a. Time permitting, destruction of classified material will be IAW AR 380-5.  All classified material identified for destruction will be boxed as if being evacuated and transported to destruction site by authorized individuals.


b. If sufficient time is not available, then the classified documents must be destroyed with equipment on hand.


c.  The following is a list indicating priorities for destruction of classified material:



PRIORITY 1:  TOP SECRET



PRIORITY 2:  SECRET



PRIORITY 3:  CONFIDENTIAL

PROCEDURES.  Upon notification of deployment, commanders should issue to their subordinate elements the PIR listed below.  Subordinate commanders should ensure that all unit personnel are familiar with the PIR.  Information obtained in response to the PIR should be furnished to G2 or ISD in an expedited manner.

1. Who are the personnel who may be instrumental in activities designed to lead to actions or conditions adverse to US interest?

2. When will attempts be made to sabotage equipment and installations?

3. What attempts will be made to sabotage equipment and installations?

4. What are the vulnerabilities of key personnel who may be expected to conduct or supervise adverse actions against the US?

5. Where are the centers of operation or communication of anti-US personnel or activities?

6. What are the capabilities of enemy forces for disrupting or interfering with communications during mobilization/deployment?

7. What means will enemy forces employ to detect location, identification, and movement of US forces upon mobilization/deployment?

8. What are the patterns and capabilities of hostile reconnaissance, intelligence collection and counterintelligence activities?

9. What capabilities exist by the enemy forces to employ audio surveillance devices to acquire information of intelligence value?

10. What friendly vulnerabilities will be exploited during mobilization and deployment?
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