Fort Carson DOIM Information Management Officer Handbook


[image: image1.jpg]


Fort Carson

IMO Handbook

Table of Contents

1.  PURPOSE  

2

2.  SCOPE 

2

3.  RESPONSIBILITIES 
2

4.  WRITTEN DESIGNATION 
4

5.  RECOMMENDED TRAINING 
5

6.  INFORMATION (IT) GOALS 
5

7.  REQUEST FOR IMA SERVICES 
5  ARCHITECTURE 
5

9.  ELECTRONIC MAIL 
5

10.  PROBLEM RESOLUTION 
6

11.  ASSET ACCOUNTABILITY AND CONTROL 
6

12.  INFORMATION SYSTEMS SECURITY 
7

13.  TELEPHONE CONTROL 
8

14.  COPIERS…    ……………………………………………………………………………………………8

15.  REFERENCES 
8

ANNEXES
A.  DOIM HELP DESK 
8

B.  TROUBLE CALL CHECKLIST 
10

C.  ADP TURN-IN PROCEDURES……………………………………………………………………… ...14

D.  TELEPHONE LISTING OF DOIM POCs 
15
Information contained in this handbook

Is covered by the Privacy Act of 1974

(AR 340-21, the Army Privacy Act Program)

Contact the FOIA/Privacy Act POC at 

DOIM, ext 6-2114 

IMO Relationships
1.  Purpose

The purpose of this handbook is to provide a ready resource for Fort Carson Information Management Officers (IMOs).  It describes the IMO’s duties, responsibilities and associated Information Management procedures.  This handbook serves as the Fort Carson guide to control and protect hardware and commercial software.

2.  Scope

This handbook is applicable to all units on Fort Carson and  personnel designated as primary or alternate IMO’s.

3.  Responsibilities.  The IMO is the focal point for Information Mission Area (IMA)/Information Technology (IT) functions within their organization.  They are the automation coordinators and implementers for their respective organizations.  Where possible, the IMO should have an automation background.  The following defines the IMO relationships and responsibilities:  

  a. The IMO’s primary responsibility is to the Commander or Director of their organization.  Responsibilities include:

      (1)  Jointly establishing their IT goals.

      (2)  Conducting formal information requirement studies.

      (3)  Validating Capability Requests (CAPRs).

      (4)  Ensuring configurations are compliant with established Fort Carson architecture.

      (5)  Accountability of IT assets.

      (6)  Validation of E-Mail and Terminal Server Access Control System (TSACS) requests.

      (7)  Written designation of the primary and alternate IMO.

      (8)  Review of maintenance requests.

      (9)  Conducting inventories and audits.

      (10)  Addressing applicable sections of the Command Inspection Program (CIP). 

        (11)  Maintaining a list of primary and alternate IMOs in immediately subordinate units.  

        (12)  Maintaining a software reference library.  

    b.  The IMO will provide the Information System Security Officer (ISSO) with:

        (1)  List of computer systems requiring accreditation.  

        (2)  Software registration cards.

        (3)  Reports of security incidents.

    c. The IMO will provide the Directorate of Information Management (DOIM) with:

        (1)  Validated E-Mail and TSACS requests with jusification.

        (2)  Names of personnel no longer authorized E-Mail and TSACS access.

    e. The IMO will request assistance from the DOIM Help Desk for :

        (1)  Maintenance of equipment.

        (2)  Installation of equipment (including PC set up and installation of computer cards).

        (3)  Problems with or installation of software.

        (4)  Local Area Network (LAN) connectivity.

    f. The IMO will assist personnel in their organization with:

        (1)  Resolving hardware and software problems.

(2) Preparing CAPRs.

(3)  LAN connectivity.

4.  Written Designation.  All IMOs and alternates will be issued official IMO appointment orders, and a copy will be provided to the DOIM IMA Approval Officer.  The IMO will maintain a list of the above information for primary and alternate IMOs in immediately subordinate units. (i.e. battalions IMOs will maintain information on IMOs in their companies and the brigade IMO will maintain information on battalion, staff section and separate companies IMOs).  A sample of IMO appointment orders can be found at www.carson.army.mil/DOIMlink/Index.htm , then click on Military Forms.

5. Recommended Training .  IMO positions will require some basic knowledge in order to meet mission requirements.  A knowledge of computer hardware and operating systems is essential.  The following courses are suggestive and will change as technology does.



(1)  PC Repair & Troubleshooting



(2)  NT Workstation 



(3)  Administering MICROSOFT EXCHANGE



(4)  Office 97/2000
6.  Information Technology (IT) Goals.  The IMO has staff officer responsibility for jointly establishing IT goals with the Commander or Director of their unit or organization.

7.  Requests for IMA Services.

    a.  Capability Requests (CAPRs).  The IMO, using the documented IMA requirements, will prepare or validate user prepared CAPRs.

(1) Submit CAPRs for all IT projects.  An IT project includes (but is not limited to) moving from one building to another, renovation of a building, installation of a new automation system (local or “top driven”).

(2) A sample of the CAPR can be found at www.carson.army.mil/DOIMlink/Index.htm , then click on IMO Info.
    c.  Circuits.  Submit a Local Service Request (LSR) for communication drops (less than 10) to the DOIM Telecommunications Management Branch, ext 6-2616.  For requests over 10 drops, a CAPR is required.  If a data circuit is required, a Request For Service (RFS) must be submitted.  The POC for LSR’s is the ATS Contracting Officer’s Representative, ext 6-2516.  The POC for RFS’s is the unit/directorates’Telephone Control Officer.

8.  Architecture.  The IMO will ensure that hardware and software configured for procurement complies with the Fort Carson standard architecture.  The current approved architecture can be found at www.carson.army.mil/DOIMlink/Index.htm , then click on Patches and Updates.

9.  Electronic Mail (E-Mail).  The IMO will--

    a.  Ensure all users are aware of proper E-Mail and Internet Use policies and procedures.

    b.  Notify the DOIM E-mail representative of all users no longer authorized E-Mail access.  This will ensure they are deleted immediately from the exchange server.  Departing the command (permanent change of station, expiration term of service, retirement, etc.) or Commanders order to stop service will terminate authorization and require IMO notification.

10.  Problem Resolution

a.  The IMO will review all maintenance requests for their unit.  If the problem is beyond the IMO’s capability to resolve, the IMO will contact the DOIM Help Desk. Annex A contains information the IMO must be prepared to provide when making a call.  The IMO and the commander are the only persons in the organization authorized to make maintenance requests.  Annex B contains a checklist of questions used to isolate problems.  The IMO will ensure these questions have been addressed before calling the DOIM Help Desk. 

b.  Office automation equipment that is taken to a field environment may not be covered by maintenance or warranty contract.  The unit may be responsible for the cost of repairs on this equipment.

11.  Asset Accountability and Control.  
a.  Systems Transfer.  When IMA assets (i.e., hardware, software and documentation) are transferred, hand receipt holders will ensure that property accountability is transferred.

(1)  A Personal Computer (PC) System consists of various components (i.e., CPU, Drives (Hard, Floppy and CD-ROM), Keyboard, Monitor, Mouse, etc.).  When all components are in working order, the PC system will be transferred as a unit.  Non-working components are repaired, IAW normal maintenance procedures, before being transferred.

(2)  Remove (or deinstalled) software from the hard drive of a computer system when the system is transferred or turned-in.  This is done even if software and hardware are being transferred to the same site.  This reduces the possibility of confusion in the serial number of the software on computers and the serial number on original diskettes and documentation.

(3)  The IMO will certify that all software was removed from the computer system(s) prior to transfer.  This is accomplished in a memorandum that includes the make, model, description and serial number of the system(s).  The memorandum also includes the name, make, size of media, number of media and serial number of any software being transferred.

12.  Information Systems Security.  Information Systems Security (ISS) is a key element in IT and is integral to IMO successes.  The Installation Security Division (ISD) is responsible for ISS.  The ISS duties are delegated to the ISSO, not the IMO. 

  a.  Security Incidents.  The unit IMO will report all security incidents (actual or suspected) to the unit ISSO within 24 hours of discovery.  Reporting of security incidents is a priority for the IMO.  Initial notification may be telephonic.  Follow-up report(s) are in writing or e-mail.  Annex E includes a security incident format.

(1)  Examples of security incidents are:

(a)  Intrusion

(b)  Malicious Programs (i.e., computer viruses, worms, and Trojan Horses)

(c)  Computer system destruction (i.e. computer burns-up)

(2)  The unit ISSO will coordinate all incident with the unit’s security office (S-2).

  b.  Accreditation.  

     (1)  The IMO will ensure that the ISSO is aware of all computer systems in their organization requiring accreditation.  The ISSO will submit requests for accreditation within 15 working day of becoming aware of the requirement.  The IMO will review and validate all accreditations.

(2)  All computers and software used to process classified information must be accredited to the highest level of classified information processed.  This includes computers and software which are used in garrison on a regular and temporary basis.  Accredit the systems to the highest level of classified information processed (wherever the location).  Army Regulation 380-19, par 2-27 defines specific requirements which pertain to laptop computers and other AIS that are periodically relocated.  These requirements include, but are not limited to; specific locations of AIS use, available classified storage and physical security arrangements.

  c.  ISS Personnel.  The ISSO is a key player in ISS and can provide the IMO with considerable support.  The IMO must work with ISS personnel to avoid duplication of work and wasting resources.   

  d.  ISS Training.  The ISS training is key to a successful IM program.  ISS training is provided by the Installation Security Division, ext 6-0565.
13.  Telephone Control.

a.  Telephone Control is accomplished by the Telephone Control Officer (TCO).  Sample TCO orders are obtained by calling the DOIM TCO, ext 6-4352.Reference EUSA Reg 25-1, paragraph 6-2d.
14.  Copiers.  Activities requesting installation copier support must submit their request in writing to DOIM Technical Control Branch, ATTN: Copier Manager (ext 6-5915) according to guidelines in AR 25-30, page 95 and 96. 

15.  References.

  a.  AR 25-1, The Army Information Resources Management Program.

  b.  AR 380-5, Department of the Army Information Security Program.

c. AR 380-19, Information Systems Security.

d. Commanding General Policy File

e. AR 25-30, The Army Integrated Printing and Publishing Program 

ANNEX A – DOIM HELP DESK ASSISTANCE

When assistance is requested from the DOIM Help Desk the IMO will be prepared to provide the following information.

1.  The IMO’s name.

2.  The IMO’s telephone number.

3.  The name of a Point-of-Contact (POC) where the equipment is located and who is familiar with the problem or requirement.

4.  The POC’s phone number.

5.  Any alternate POC’s name.

6.  The alternate POC’s phone number.

7.  The building number where the equipment is located.

8.  The room number where the equipment is located.

9.  The problem or requirement. 

    a.  State the specific problem, (e.g. disk drive A will not read or write [Error Code: l 277GG kk 88 ooooo] or CPU will not boot up).  See Annex K for hardware/software questions that may be asked of the IMO.

    b.  State the specific requirement.

        (1)   If the requirement is for cables, state the number of cables, type of cables (serial or parallel), length of cable, from where to where (CPU to Printer), and pinouts (25p male to 37p centronics).  For example, 2EA-15FEET-Parallel-CPU to Buffalo Box-25PIN MALE to 25PIN MALE.

   (2)  If the requirement is for hardware or software installation, state specifically what needs to be done.  E.g. Install Windows or Help setup Windows or Install Modem or Help Setup Modem.  NOTE: The IC will install only legally procured packages of software registered to the user.

10.  The serial number of the equipment (for hardware problems).  If the serial number is not in one of the databases (Contract, Warranty, Inventory, or Excess) the IMO will be asked to provide the following information.

 ANNEX A (Continued) - Information Center Assistance
    a.  Model Number

    b.  Equipment Type -- example, Desktop CPU 386 110M Fixed HDD or Laptop CPU 486 100M HDD, etc... 

    c.  Supplier -- example, HP or ZENITH.

    d.  Unit Name -- example, 1st Sig. Bde., 41st Sig. Bn., 201st Sig. Co..

    e.  Location -- For example, Yongsan, Camp Colbern, K16..

    f.  Warranty -- If known, is the equipment under warranty.

Each Trouble Ticket is assigned a “Control Number”.  The IMO will make a note of the Control Number for coordination and equipment control.

ANNEX B - Trouble Call Checklist

CPU:

     Hard Drives:

          Was there an error message?  If so, what was it?

          Check connections  (power and cables).

          Does it boot from HARD DRIVE?  FLOPPY DRIVE?

          What was the operator doing when the problem occurred?

          Has the equipment been moved recently?

          Is there power to the CPU?  Is the fan running?

          Check power outlet on the wall and/or the surge   

            protector.

     Floppy Drives:

          Did user try other floppy disks?

          Does the user have the right density diskette?  (DS/DD,

            DS/HD)?

          Try the floppy disk on another CPU  (virus check 

            first).

          Was there an error message?  If so, what was it?

          What size disk drive is it?  (3 1/2” or 5 1/4”)?

          What type of disk drive is it?  (high or low density)?

          What software program are they using?

          Run CHKDSK from DOS on the floppy.

MONITOR  (CRT):

          Check contrast and brightness controls.

          Check cables and connections.

          Try monitor on another CPU.

          Is there anything at all on the screen?  If so, what?

          Does it have power?  (Are there any power lights lit or 

            CRT gets warm)?

          Which type of monitor is it?  (Zenith, NCR, etc.)?

          Zenith flat screen monitors have fans on the bottom.    

          If the CRT shuts down, they can try cleaning the fan     

            opening.

          What type of monitor is it?  (Color or mono)?

KEYBOARD:

          Get CPU serial number.

          Check connections.

     Do keys type the correct characters?

          Do the keys work at all?  Do they stick?

          Which keys are not working?

 ANNEX B (Continued) - Trouble Call Checklist

Try the keyboard on another CPU?

MODEM:

          How long has the modem been in place and used?

          Can they call out or receive in?

          Are any lights functioning?

          Try modem on another CPU.

          Try another modem on this CPU?

          Check phone line?  (Plug in a standard phone and 

            verify a dial tone)

          Check cables and power cords?

          Is Procomm / Telex / PC MaxiMail or other    

            communications software installed correctly?

PRINTER:

     Printer Doesn’t Print:

          Is it newly installed or has it been working 

            previously?

          Was printer or CPU moved recently?

          Check cable/power connections?

          Try cables from another printer like this one if they 

            have there.

          Does it power up?  Does the fan run?

          Were changes made to the software?

          Are they able to print from any software packages?

          Is the printer driver in their software set up for this 

            printer?

          Does print head leave any marks?  Smudges?  Prints half     

            a page?

          Did they check the ribbon?  Is it the right ribbon?

          Are there any error messages?

          Does it run self-tests?

Printer is not printing correctly:

          How long has the printer been in place?

          Are there any error messages?

          Check cable connections?

          Try cables from another printer like this one if they 

            have it?

          Is the printer driver set up for this printer?

     When does it print wrong?

               -- Beginning, middle, end?

               -- All the time?

ANNEX B (Continued) - Trouble Call Checklist

          -- No pattern?

          Does it run a self test?

          Are they using tractor or friction feed?

          Was the paper lined up properly?

          Have they made changes to the dip switch settings?

          If this is a laser printer, did they try to clean it 

            using the instructions in the manual?

SOFTWARE PROBLEM:

          What version of DOS is running?  (type ver at the 

            command prompt)

          What software program and version?

          Do they have manuals and have they checked them?

          Any error messages?

          Have any changes been made recently?

          What was the operator doing when the problem started?

          Is some kind of virus check running at boot up?

          Does user have the original software disks?

HARDWARE PROBLEMS:

          Was the hardware equipment newly installed?

          Were hardware dip switches properly set?

NETWORK PROBLEMS:



Can the user get to the Internet?



Can the user get to shared folders (network neighborhood)?

FACSIMILE MACHINE  (FAX):

          Does unit send/receive?

          Has fax paper?

          Has power?  (power light lit)?

          Does phone line work?  Check line with a standard phone 

          for dial tone.

ANNEX C – ADP Turn-in Procedures

Purpose:  DOIM personnel will go to the units fo turn-in of all ADP equipment.  If the equipment is still serviceable, then the necessary paperwork is turned into Robert Campbell.  Unserviceable equipment will receive the necessary codes and initials needed for turn-in.

Unit responsibilities:  Contact the DOIM for an appoitment on any given Tuesday.  Once the equipment is checked and the necessary paperwork is complete, the unit is responsible for turning the equipment in and removing it from the property books.

Note:  IMO’s should have copies of the procedures for completing the turn-in paperwork.  If not, the DOIM can provide copies upon request.

DOIM Turn-in Team:  SFC Gary, Doris Davis, Ken McLarney

Phone Numbers:  Primary: 526-5915// Alternate: 526-1008

Turn-in day and time:  Tuesdays 1400-1600

ANNEX D – DOIM POC LIST
ADPE Work Order Desk




6-2270
ATS COR







6-2616

CAPR coordinator





6-6038

DMS information





6-0201

E-mail coordinator





6-0676

FOIA/PA







6-2114

Frequency Management




6-4909

IMA approvals






6-0676

IMO information





6-0676

MOBLAS information





6-1930

TCO








6-4352

TSACS coordinator





6-0676

Wireless Services





6-5710
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