Managing Privacy Act Information

SUBJECT TO THE PRIVACY ACT OF 1974

When not under the continuing control and supervision of a person authorized access to such material, it must be, as a minimum, maintained under locked condition.

If you are responsible for creating, managing, or using Privacy Act information you should:

1.  Restrict access to those persons with a “need to know”

Only those persons who need the records in performance of their mission may have access to the necessary information.

2.  All individuals have the right to access records maintained on themselves

Third parties may be granted access to information only with the written authorization from the individual on whom the record is maintained.

3.  Data output on paper and in electronic formats must be protected

Paper records should be locked in a secure cabinet, desk, or office when not in use.  When in use, record need to be covered with DA Label 87 or turned faced down if unauthorized personnel are present.

Access to data in electronic formats must also be controlled.  Do not leave sensitive data on your computer screen when you are not at your desk.  Apply a screen password.  Change your password often and do not give out your password to anyone.

Sensitive information must be shredded.  Do not put in the general recycle bins.  Use the secure recycle program if no access to a shredder.

Disks, tapes and other media for storing Privacy Act data must be protected.

When your computer leaves your control, i.e. property turn-in, make sure all Privacy Act data is removed from the system.

When sending personal information through email make sure the subject line contains either “FOUO” or “Privacy Information Enclosed.”   

