Privacy, Your Role and Responsibility

1. Do not collect personal information that has not been authorized for collection.

2. Do not maintain illegal files; do not maintain inaccurate information.

3. Do not distribute or release personal information to individuals who do not have a need for access.

4. Do not send personal information over the email for fax or messages unless the documents is properly marked and alerts the reader to the necessary protections accorded such information.

5. Do not maintain records longer than permitted or destroy them before the records disposal requirements are met.

6. Do not place unauthorized documents in a records system.

7. Do not commingle information about individuals in the same file, since the Privacy Act does not have an exemption that protects the release of such information.

8. Ensure that you mark all documents that contain privacy information as “For Official Use Only”

9. Ensure that all messages, faxes, and emails that contain personal information are properly marked.

10. Respect privacy and remember the civil and criminal penalties associated with violating the Act.

11. Do not place information on the Internet the is Privacy Act protected or which would not be released if requested under the Freedom of Information Act.

12. Do not entertain verbal requests, unless the information is releasable under the Freedom of Information Act.

13. Think Privacy before you seek to establish new data collections on your computer; fax personal information, etc.

