Telephone System Management

The single point of responsibility to manage the Fort Carson telephone system is vested in the Directorate of Information Management (DOIM).

Appointment and Responsibilities of Telephone Control Officers (TCOs)
· The units appoint Telephone Control Officers (TCOs).  DA Pam 25-1-1 states “Installation/activity commanders further issue a directive designating the Telephone Control Officer (TCO) responsible for implementation and management of the installation/activity telephone systems usage, control and certification program within each organization”.  A standing alternate will be appointed, as well as any additional alternates, as required to ensure coverage during absences.  A copy of the additional duty appointment for each TCO and Alternate must be provided to DOIM.  TCOs will be appointed down to and including company level.  Upon change of TCOs new appointment orders and notification must be submitted to DOIM.  (See fig.)

Appointment Orders  

· ALL TCOs and alternates will be issued official TCO appointment orders and a copy will be provided to the DOIM, ATTN:  Installation TCO, 526-4352.

TCO Responsibilities

· Personnel Briefing.  Brief all newly assigned personnel that it is illegal to use official telephones for unofficial/personal purposes, personnel responsible must pay for all charges and violators are subject to disciplinary action.  Personnel should be briefed on the necessity to minimize both the number of official toll calls and the length of those calls.

· Annually brief all personnel using telephones to ensure correct procedures are used and to keep them informed on the types of services available for use, e.g., long distance, DSN and 800 numbers.

· Brief clerical personnel who answer the telephone on their responsibility to:

· Ensure that necessary surveillance is exercised to deny unauthorized personnel access to the instrument under their control.  Instruments subject to repeated abuse will be involuntarily removed.

· Challenge incoming collect calls to ensure they are official prior to acceptance.

· The TCOs should be aware of any unrestricted lines within their area of responsibility, instruct users to accept and make only mission essential toll calls and to enter these calls on FC Form 1025-E.

· Include in written and oral instructions to Charge of Quarters (CQ) their obligation to ensure that necessary surveillance is exercised to deny unauthorized personnel access to the telephone instrument under their control.

Physical Security  

· Take physical security measures to preclude access of unauthorized personnel to official telephones on a 24-hour, seven-day per week basis.  Promptly request removal of any telephones not considered mission essential.

· Perform semi-annual reviews of telephone equipment to determine what services can be reduced or eliminated, ensuring that non-mission essential equipment is removed.

· Provide information upon request to DOIM for the re-justification and revalidation of dedicated telecommunications services/facilities.

· Time of unidentified calls shown on long distance billing statements gives an indication of time periods for which physical security for a particular official instrument is inadequate.  This area can then be secured.

· Post a reminder notice near each telephone instrument to the effect that unofficial calls are not to be made, that unofficial collect calls are not to be accepted and that official toll calls, including collect calls, must be logged on a FC Form 1025-E.

· Attach DD Form 2056 to all telephones modems and fax machines.  Make sure that the DD Form 2056 attached is in clear view, stating use of telephone constitutes consent to monitoring, and that phones are subject to monitoring at all times.  (See fig.)

Example of Telephone Control Officer (TCO) Orders

OFFICE SYMBOL (MARKS)





DATE

MEMORANDUM FOR Installation Telephone Control Officer, DOIM

SUBJECT:  Additional Duty - Telephone Control Officer (TCO)

1.  Effective (date) you are appointed as:



(Primary) - (rank, full name, phone/building number) (NO SSN)



(Alternate) - (rank, full name, phone/building number) (NO SSN)



(Full Mailing Address)



(E-Mail Address)

2.  Authority:  AR 25-1 and DA Pam 25-1-1, Chapters 3 and 10.

3.  Purpose:  To provide guidance for voice communications within the organization.  Enforce controls that will promote effective telephone management practices within the command to ensure proper and economical use of the official telephone.  All communications requests must have the approval and signature of the organization TCO.

4.  Period:  From__________to__________. (One year time period)

5.  Special Instructions:  See DA Pam 25-1-1.  All billing inquiries are to be directed to DOIM Telephone Accounts (719) 526-4352.

6.  Point of contact for this action is (719) 526-4352.

































(Authorized Signature Block)
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Each Individual

DOIM, Bldg 1550
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